Minute of the Audit Committee Meeting
Held on Monday 20 March 2017
At the Ayr Campus
Present:

Alan Walker (Chair)
Barbara Graham
Alan McGregor

In attendance:

Brendan Ferguson (Board Secretary)
Michael Breen
Jane McKie
Alistair Gordon
Claire Beattie (Scott Moncrieff)
Elizabeth Young (Scott-Moncrieff)

1

(Paper 1)

Welcome and Introductions
The Chair welcomed everyone to the meeting.

2

Apologies
Apologies were received from Committee Members Nicki Beveridge, Fiona Fawdry
and Marri Welsh. Apologies were also received from EMT members Jackie
Galbraith and Donna Vallance, and from external auditor’s representative John
McLeod of Mazars.

3

Declarations of Interest
There were no declarations of interest.

4

Minute of the Previous Meeting held on 13 September 2016 (Paper 1)
The minutes were approved as a correct record.
Proposed: Barbara Graham
Seconded: Alan McGregor

5

Matters Arising
There were no Matters Arising, which were not dealt with elsewhere on the agenda.
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6

Chair Report (Verbal)
A Walker as Chair reported that he had attended an Auditors Workshop organised
by the Scottish Government. Several Important issues had emerged:
•

Challenges raised by the audit function with the accountable officers in
Government; e.g. lack of funding support for the FE sector allied to the lack
of availability of future funding information, which seriously constrains
strategic planning. A Walker added that he had directed a number of
questions in this respect to Scottish Government and Audit Scotland Officers
present, but no answers were provided.

•

A major question raised was in relation to Cyber Attacks and Cyber Fraud
and the need for regular risk assessments in this respect for inclusion in
corporate risk registers.

The Committee noted the above report with interest.
It was agreed that Brad Johnstone, Head of IT Services, would be invited to
the next meeting to present on the College systems and strategies to present
and mitigate threats from cyber-attacks.

7

Internal Audit Report 2016/17 – Final Budget Setting (Paper 2)
C Beattie (Scott-Moncrieff) took the Committee through Paper 2 as written.
A number of questions were asked and satisfactory responses provided.
Considerable discussion centred around the issue of financial planning, as raised
in the above report, in an environment in which future funding projections are not
provided by SFC and in which there exists considerable fiscal uncertainties. The
uncertainties include the outcomes of National Bargaining, its affordability and the
level of Scottish Government support to be provided; and the possibility of future
cuts in funding by the Scottish Government. It was agreed that this was a matter to
be remitted to the Finance Committee for consideration.
The Committee noted and welcomed the positive nature of the above internal
audit report.
The Committee agreed that the matter of financial planning, as raised in the
above report, be remitted to the Finance Committee for consideration.

8

Updated 2016/17 Internal Audit Programme (Paper 3)
E Young introduced the above paper and members agreed the proposal to move
the internal audit assignment in relation to Business Continuity Planning to 2017/18.
The Committee noted Paper 3 and approved the proposal to defer Business
Continuity Planning to 2017/18.
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9

2016/17 Internal Audit Rolling Action Plan at February 2017 (Paper 4)
M Breen introduced the above standing report for consideration. Several questions
were asked and satisfactory responses received.
The Committee noted the content of Paper 4.

10

Corporate Risk Register (V3) at February 2017 (Paper 5)
A Gordon took the Committee through each section of the Corporate Risk Register,
reminding the Committee in the process that, with the exception of the Board which
had not yet met, each individual risk section had been considered and approved by
its host Committee. A discussion ensued during which a number of questions were
asked and satisfactory responses received.
The Corporate Risk Register (V3) was noted and approved by the Committee

11

New Campus Risk Register (V19) at February 2017 (Paper 6)
M Breen took the Committee through the New Campus Risk Register as presented
and noted that this document had now reached the end of its existence. At their last
meeting, the Estates and New Campus Development Committee had agreed that
any risks that remained when the risk register closed would transfer to the Corporate
Risk
Register.
The Committee noted the New Campus Risk Register

12

National Fraud Initiative 2016 (Verbal Report)
A Gordon verbally reported that this was the first time that Ayrshire College had
been included in the National Fraud Initiative, an explanation of which was
contained in Paper 12 received by the previous meeting of the Committee. A
Gordon added that no significant issues had currently been identified as part of the
progress of the initiative at the College.

Date of Next Meeting: Date of Next Meeting – Thursday 15 June 2017 in
Kilwinning Campus.
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Executive Summary
Conclusion
The College has well-designed processes in place that are operating effectively to ensure the accurate
preparation and submission of Financial Returns to SFC covering Resources and Cash Drawdowns.

Background and scope
All colleges are required by the Scottish Government to provide updates throughout the year on the current
position of their resource budget. The two most important returns required are:


Resource Returns setting out revenue and capital income and expenditure; and



Monthly cash drawdown requests.

The returns are made to the Scottish Funding Council (SFC) who then consolidate these returns for the
Scottish Government.
We have reviewed the Resource Return submitted to SFC as at 31 March 2017, to provide assurance that the
process of preparing the return based on the College’s management accounts is robust. We have not
performed an audit of the figures used in the return; the focus was on the process of extracting and creating the
return. We have also reviewed the College’s monthly cash flow drawdown request as at the start of April 2017,
although we note that, following guidance from SFC, this particular cash drawdown was based on the March
2017 forecast drawdown.

Control assessment

5 - Green

1. The method of extracting figures from the College’s
management accounts to incorporate into the SFC resource
return is clear and accurate to ensure the completeness of
the return submitted.
2. Reconciliations are undertaken to ensure the figures in
the SFC return reconcile to the College’s management
accounts.

1 - Green

4 - Green

2 - Green

3 - Green

3. There is adequate reporting on the resource returns to the
EMT and Finance Committee and any issues with the return
are highlighted.
4. The College’s cash drawdown requests to SFC are made
appropriately in the context of need and prudent cash
management.
5. The College Finance team engage appropriately with the
SFC regarding the resource return, including adhering to
SFC deadlines.
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Key findings
Good practice
The College has clear procedures in place for ensuring the accurate preparation and submission of the SFC
resource return. The return is prepared using figures extracted from the monthly management accounts. The
Financial Accountant and Head of Financial Services are jointly responsible for the preparation of the return,
which is then reviewed and approved by the Director of Finance and Student Funding prior to submission to
SFC.
A report is generated from the College’s Finance system which allows automation of the process for completing
the resource return. Monthly reconciliations are performed between the management accounts and the
resource return to confirm the accuracy and completeness of the return prior to submission. Where variances
have been noted, these are clearly explained.
The finance team reconcile the resource return and the management accounts. This reconciliation is
subsequently reviewed by the Head of Financial Services and any issues or variances are shared with the
College EMT and the Finance Committee, as appropriate.
The College produces a monthly cash flow forecast to ensure that it will have sufficient cash to meet its
obligations as they fall due. From these cash flow forecasts, cash drawdown requests are made to the SFC.
As with the resource return, the Director of Finance and Student Funding reviews and approves the cash
drawdown request prior to submission to the SFC.

Impact on risk register
The Ayrshire College risk register (dated December 2016) included the following risks relevant to this review:


FIN2 - Changes in financial reporting due to the ONS reclassification.



FIN3 - Failure to comply with Statutory and other relevant obligations

We have gained assurance from this review that controls in place are well designed and fully operational, thus
providing adequate mitigation against risk in this area.

Acknowledgements
We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan
Control Objective 1: The method of extracting
figures from the College’s management accounts to
incorporate into the SFC resource return is clear and
accurate to ensure the completeness of the return
submitted.

Green

No weaknesses identified
The finance team use a checklist that details individual team members’ responsibilities in preparing the
College’s monthly management accounts. The deadline for submission of the SFC resource return is clearly
noted within this checklist. This ensures the management accounts are prepared on a timely basis and also
focuses attention on the SFC timescales for submission of the return. Once drafted, the monthly management
accounts are reviewed and approved by the Director of Finance and Student Funding. Therefore, there are
robust arrangements in place to ensure that the College management accounts are accurate and are a reliable
source to draw the figures in the resource return from.
Thereafter, the Finance Officer works with the Head of Financial Services to prepare the SFC resource return.
Figures are automatically extracted from the finance system for inclusion in the return and the automation of
this process minimises any scope for the manipulation of data and of manual error. As responsibility for
preparation of the return is shared, there is no over-reliance on any one member of the team. The return is
also reviewed by the Director of Finance and Student Funding, a control that segregates duties between the
preparer and reviewer. The Director of Finance and Student Funding then submits the final return by email – in
line with SFC requirements.

Control Objective 2: Reconciliations are undertaken
to ensure the figures in the SFC return reconcile to
the College’s management accounts.

Green

No weaknesses identified
The finance team reconcile the resource return and the management accounts; this reconciliation is
subsequently reviewed by the Head of Financial Services. Explanations are documented for any variances
arising. Any issues or variances identified through the reconciliation are shared with the College EMT and the
Finance Committee, as appropriate.
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Control Objective 3: There is adequate reporting on
the resource returns to the EMT and Finance
Committee and any issues with the return are
highlighted.

Green

No weaknesses identified
A summary of the resource return is shared with the EMT to ensure that college management have adequate
oversight of the content of the return. This also provides an opportunity to highlight issues within the return that
may require attention and which would be brought to the attention of the Finance Committee.

Control Objective 4: The College’s cash drawdown
requests to SFC are made appropriately in the
context of need and prudent cash management.

Green

No weaknesses identified
Cash flow forecasts are prepared on a rolling 13-week basis. The Finance Officer updates the forecast with
actual figures on a weekly basis to reflect the College’s current bank balance. The Finance Officer will also
liaise with various departments within the College to obtain an appropriate oversight of all anticipated cash
income due to the College and all forecasted future expenditure, in order to ensure that cash flow forecasts are
accurate and realistic.
The Finance Officer will then prepare estimates of the cash drawdown required for the coming month. The cash
drawdown estimate is second checked by the Head of Financial Services to confirm the future cash flow
requirements are appropriate. The Director of Finance and Student Funding then reviews and signs-off of the
cash drawdown request each month.

Control Objective 5: The College Finance team
engage appropriately with the SFC regarding the
resource return, including adhering to SFC
deadlines.

Green

No weaknesses identified
From review of email correspondence between the College and SFC, we have gained assurance that the
College engages appropriately with SFC to ensure the technical accuracy of the resource return. In addition,
the return is prepared using the standard pro-forma provided by SFC and returns are submitted in line with
prescribed SFC timescales.

4
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Appendix A – Definitions
Control assessments
R

Fundamental absence or failure of key controls.

A

Control objective not achieved - controls are inadequate or ineffective.

Y

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

G

Management action grades
4

•Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

3

•High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

2

•Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

1

•Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.
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Executive Summary
Conclusion
Ayrshire College has proper and effective corporate governance arrangements in place which reflect a
range of good practice. We have identified some relatively minor opportunities for improvement to
further enhance the design and robustness of controls currently in place.

Background and scope
In line with the Code of Good Governance for Scotland’s Colleges, Boards are expected to innovate, pursue
new opportunities and take measured risks in delivering what is best for their stakeholders. The Code is based
on key principles and has been written in a way that is mandatory and anticipates compliance. All colleges that
receive funding from the Scottish Funding Council (SFC) or from a regional strategic body must comply with the
Code.
The original Code of Good Governance for Scotland’s Colleges was published in December 2014. In Summer
2016, the Good Governance Steering Group reviewed and updated the Code. One of the Code’s new
requirements is that:
“The board must keep its effectiveness under annual review and have in place a robust self-evaluation process.
There should also be an externally facilitated evaluation of its effectiveness at least every three years.”
In accordance with the 2016/17 internal audit plan, we have reviewed the College’s corporate governance
arrangements. Our approach involved a desktop review of the requirements set out in the Guidance Note on
Conducting Externally Facilitated Effectiveness Reviews and a included review of:


a sample of board and committee remits, minutes, agendas, and papers;



a sample of corporate documents to examine alignment between corporate objectives, the objectives of
supporting strategies such as HR, estates, and finance and the performance information coming to the
board and its committees;



the risk register and a sample of recent audit reports;



the current board and board member development plans, appraisal, and induction processes and the skills
matrix used;



recent staff, student, or stakeholder surveys and any board responses; and



any audit reports on governance that are used to underpin the Statement of Compliance in the annual
report.

The results from our review will feed in to the overall Board Effectiveness results for the College.
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Control assessment

1. Terms of reference are in place that are aligned with
relevant guidance and clearly set out the remit and
responsibilities of the Board and all committees.
2. Roles and responsibilities are clearly articulated, including
those relating to conflicts of interest.

3. New board members have suitable skills and experience,
with appropriate induction and training provided to all
members.
9 - Green

1 - Green

2 - Green

8 - Green

7 - Green

3 - Green

6 - Green

4 - Green
5 - Green

4. The Board and sub-committees operate effectively,
discharging their responsibilities and engaging members
fully in their business.
5. The Board maintains a sound system of internal control,
with a robust review of the effectiveness of internal controls
taking place at least annually.

6. The College has a strategic plan which aligns to
supporting strategies and there is regular reporting on
performance to the Board and relevant committee.
7. The College has an effective policy of risk management
and risk management arrangements.

8. The College is engaged actively in continuously
enhancing the quality of its activities and involves students
and other stakeholders in these processes.
9. The Board is able to evidence its statement of compliance
with the Code of Good Governance for Scotland’s Colleges.

Improvement actions by type and priority
5
4

Grade 4

3

Grade 3
Grade 2

2

Grade 1
1

0
Control Design

Control Operation

Five improvement actions have been identified from this review, all of which relate to the design of controls
themselves. See Appendix A for definitions of colour coding.

2
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Key findings
Good practice
We have gained assurance that the College’s arrangements reflect good practice in a number of areas:


The College has used the Code of Good Governance for Scotland’s Colleges as a foundation and
reference point for its governance arrangements. Details of the Board’s roles and responsibilities are
captured within the Ayrshire College Board of Management Constitution and Standing Orders. The
College’s Code of Conduct outlines the behaviours expected of Board members and includes
comprehensive guidance on declaring interests (including the types of interests that should be declared
and the process to be followed if a conflict arises).



Committee Terms of Reference (ToR) are in place for each of the seven sub-committees of the Board
(the Audit Committee, Estates and New Campus Development Committee, Finance Committee,
Learning & Teaching Committee, Human Resources and Organisational Wellbeing Committee,
Performance Review and Remuneration Committee, and Search and Nomination Committee). The
ToR sets out the membership requirements, responsibilities and reporting requirements of each
committee.



The College has implemented a transparent Board appointment process that complies with Ministerial
Guidance. A skills matrix has been developed, which maps the desirable expertise and experience
required for effective operation of the Board. The matrix is used to assess the skills held by continuing
Board members and to identify any skills gaps to inform future recruitment processes.



An induction programme is provided for new Board members. Internal and external training sessions
are arranged that provide information on the operations of the College, governance roles and
responsibilities of board members, and Scottish Government and Scottish Funding Council (SFC)
requirements and expectations.



The 2014-2017 Strategic Plan details the College’s strategic mission and strategic objectives, which
are aligned with the objectives of the Regional Outcome Agreement (ROA) between the College and
the SFC. Strategic Plan performance measures and reporting arrangements have been embedded
within the College to ensure the Senior Management Team and the Board are continually aware of the
progress being made towards achieving the College’s strategic objectives.

We identified several opportunities for improvement to strengthen the College’s control framework. These are
all considered low risk and are discussed in the Management Action Plan below.

Impact on risk register
The Ayrshire College corporate risk register as at December 2016 included the following risks relevant to this
review:


BOM2 Failure to achieve the highest standards of Corporate Governance (Score 8).

We have identified a number of areas where the standards of corporate governance applied by the College can
be enhanced. Implementation of these recommendations will further reduce the likelihood of this risk
materialising.

Acknowledgements
We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan
Control Objective 1: Terms of reference are in place
that are aligned with relevant guidance and clearly
set out the remit and responsibilities of the Board
and all committees

Green

1.1 Annual Review of Terms of Reference
The Terms of Reference of the Board and its Committees are included within the College's Constitution and
Standing Orders. Corporate governance best practice encourages Terms of Reference to be reviewed and
agreed by the committees and the Board on an annual basis. This ensures Terms of Reference remain
relevant and continue to reflect delegated roles and responsibilities.
During our review we noted that the College’s Constitution and Standing Orders, including Committee Terms of
Reference, have a three year revision timescale. However management advised that the Board Secretary
regularly reviews Board and Committee Terms of Reference to confirm they remain relevant and continue to
comply with corporate governance code requirements. We reviewed Board of Management meeting minutes
and confirmed that Board and Committee Terms of Reference were last reviewed and approved by the Board
on 30 September 2014 and 17 December 2015. Approved revisions were subsequently incorporated into the
Constitution and Standing Orders and the new version number and date of approval recorded on the front page
for reference. However, the date of revision was not formally recorded on the Terms of Reference documents
contained within the Constitution and Standing Orders.
Risk
There is a risk that the roles and responsibilities of the Board and its sub-committees become outdated and
inaccurate resulting in inefficient or ineffective governance processes.
Recommendation
The College should make arrangements to review committee Terms of Reference on an annual basis. Review
dates should be recorded on the Terms of Reference noting their approval by the relevant committee and the
Board, with a record of the due date for the next review.

Management Action

Grade 1
(Design)

At the first meetings of each academic year, Terms of Reference will be included for review on the
agendas of the Board and each Committee.
Action owner: Board Secretary
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Control Objective 2: Roles and responsibilities are
clearly articulated, including those relating to
conflicts of interest.
2.1

Green

Maintenance of Register of Interests

Under the College’s Code of Conduct, board members are required to submit declarations of interest on an
annual basis. The Board Secretary is responsible for collating board member interests and reflecting these
within the College’s Register of Interests.
We undertook testing and noted that one declaration of interest submission form, from a sample of seven,
could not be located. As a result we were unable to confirm all conflicts of interests had been accurately
reflected within the College’s Register of Interests.
Management advised that paper declaration of interest forms were recently provided to the College’s external
auditors and as no issues were included within the external audit report it is likely that the form in question was
misplaced during the external audit review process. Following our review, management located the missing
declaration of interest form and provided this to us for confirmation.
Risk
There is a risk that decisions taken without clear and transparent declarations of interest could bring the
outcomes and the College’s standing into disrepute.
Recommendation
The College should review conflict of interest data retention practices with a view of retaining documents
electronically to reduce the risk of subsequent forms being misplaced.

Management Action

Grade 1
(Design)

An electronic Conflict of Interest File will be established which will hold copies of each Board Member’s
annual return
Action owner: Board Secretary
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Control Objective 3: New board members have
suitable skills and experience, with appropriate
induction and training provided to all members
3.1

Green

Training and Professional Development

The College has a responsibility to ensure Board members retain sufficient skills and knowledge to undertake
their roles effectively. Board and Committee training sessions are delivered on a regular basis, including four
formal development days during the year, board meetings, other ad hoc sessions and external events. These
sessions improve Board member awareness of emerging sector development matters, College strategy and
leadership matters and other topic areas, such as risk management and health and safety. The content of
training sessions is determined by reviewing Board and Committee outputs, such as the annual selfassessments and appraisals, to identify skills and knowledge gaps. This process is currently not formally
documented to consolidate the training needs identified or monitor how those have been addressed.
We also noted that comprehensive training attendance records are not retained by the College meaning that
the College was unable to provide evidence of board member attendance at all training sessions and events.
There is no formal process in place to collect board members’ feedback on the training sessions or events they
have attended.
Risk
There is a risk that the College do not retain sufficient records to demonstrate that the training delivered has
met Board members’ identified needs, which could result in skills and knowledge gaps remaining unaddressed.
This could weaken the level of effective governance in place within the College.
Recommendation
The College should document the training needs identified through self-assessments and appraisals and record
how those will be addressed during the year. Training attendance registers should be retained as evidence of
board member participation and feedback sought from attendees to confirm that the training has met their
needs.

Grade 1

Management Action

(Design)

Training needs are identified through self-assessments and annual appraisals with the Board Chair. A
record of these is already kept and the training is homologated into the annual process of Board training,
development and strategic planning. It is set out in the rolling Board Development Plan as forwarded to
SFC. Registers will now be kept and formal feedback sought.

Action owner: Board Secretary

6

Ayrshire College Corporate Governance

Due date: 30 November 2017

scott-moncrieff.com

Control Objective 4: The Board and sub-committees
operate effectively, discharging their responsibilities
and engaging members fully in their business
4.1

Green

Annual Work Plans for Governance Groups

Corporate Governance best practice encourages Boards and committees to develop annual work plans. Work
plans are regarded as the best way to ensure effective Boards and committees. Work plans set out how the
Board and its committees aim to fully discharge their responsibilities as required by the Terms of Reference,
they support the evenly spread of tasks across the year, and ensure tasks and completion timescales are
clearly visible to members.
We noted that Board and committee work requirements are set out within Board and committee Terms of
Reference. However planned programmes of work have not been developed to capture and track the
completion of Terms of Reference tasks. Management advised that the Board Secretary and Board and
committee chairs rely upon their knowledge of governance requirements to ensure appropriate coverage of
Board and committee remits. We undertook testing and confirmed that Board and committee agenda and
minutes adequately cover key tasks included within Board and committee Terms of Reference.
Risk
There is a risk that the College Board and its committees do not fulfil the responsibilities set out in the Terms of
Reference.
Recommendation
The College should consider developing annual work plans for the Board and its committees. The plans should
be fully aligned with Board and committee Terms of Reference and should include a schedule of any significant
deadlines.

Management Action

Grade 1
(Design)

Draft Annual Work Plans are under Development
Action owner: Board Secretary
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4.2

Committee Action Logs

We reviewed Board and committee minutes and noted that although actions are recorded within meeting
minutes, these are not captured within an action tracker to allow progress to be monitored. Management
advised that the Vice Principals who attend committee meetings are responsible for the timely implementation
of these actions.
We undertook a review of Estate and New Campus Development meeting minutes and confirmed that actions
raised at meetings had been resolved and closed off at the proceeding committee meeting.
Risk
There is a risk that agreed improvement actions are not implemented, which could lead to lost opportunities to
improve the College’s activities and processes.
Recommendation
The College should ensure all agreed actions, responsible owners and completion dates are captured and
monitored until completion. The requirement could be implemented by the College introducing an action
tracker for each committee meeting or by utilising the Matters Arising Section of Board and committee minutes
to record and monitor action implementation progress.

Management Action

Grade 1
(Design)

Board and Committee actions are already deliberately and specifically tracked under the matters arising
for the Board and each Committee. This matter will be discussed at the Audit Committee to consider if
further action is required.
Action owner: Board Secretary
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Control Objective 5: The Board maintains a sound
system of internal control, with a robust review of the
effectiveness of internal controls taking place at least
annually

Green

No weaknesses identified
As per the College’s Board of Management Constitution and Standing Orders, the Board is ultimately
responsible for the affairs of the College however the responsibility for the effectiveness of the internal control
environment is delegated to the Audit Committee.
Internal and External Audit programmes are delivered during the year to provide the Board with assurance over
the soundness of the system of internal control within the College. A Rolling Action Plan is maintained by the
College which documents outstanding audit recommendations. The Action plan is presented at each Audit
Committee meeting to allow the Committee to track audit recommendations and monitor the implementation of
remedial actions recommended by audit. Minutes from quarterly Audit Committee meetings are presented to
the Board providing Board members with an oversight of the Rolling Action Plan.
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Control Objective 6: The College has a strategic
plan which aligns to supporting strategies and there
is regular reporting on performance to the Board and
relevant committee

Green

No weaknesses identified
The College has a 2014-2017 Strategic Plan which sets out the College’s strategic mission and strategic
objectives, which are aligned with the objectives of the Regional Outcome Agreement (ROA) between the
College and the SFC. We undertook testing and confirmed that Strategic Plan objectives are fully aligned with
other supporting College strategies such as the Learning and Teaching Strategy and the Estates Strategy. The
College reviews the Strategic Plan on an annual basis to ensure it continues to reflect ROA requirements.
Strategic Plan performance measures and reporting arrangements have been developed that require
performance against ROA measures and the College's credit target to be reported to the Learning and
Teaching Committee on a quarterly basis as a standing agenda item. Quarterly performance data is also
provided to the Senior Management Team and the Board to ensure they are continually aware of progress
being made towards achieving the College’s strategic objectives.
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Control Objective 7: The College has an effective
policy of risk management and risk management
arrangements

Green

No weaknesses identified
The College has an up-to-date and approved Risk Management Policy and Methodology. The Policy was
approved by the Board in September 2016. The risk management methodology provides a consistent system
of risk scoring and defining of risk appetite, allowing the College to identify significant risks and areas where
additional mitigating action may be required.
A Risk Register has been developed that contains both strategic and operational risks. The Board and
Committees, with the exception of Audit Committee and Performance and Remuneration Committee, are
responsible for managing the risks relevant to their areas of responsibility. The Board and committees review
risks at each meeting and the Audit Committee reviews the full risk register on a quarterly basis.
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Control Objective 8: The College is engaged actively
in continuously enhancing the quality of its activities
and involves students and other stakeholders in
these processes

Green

No weaknesses identified
The College actively engages with its key stakeholders to facilitate feedback that is used to improve the quality
of its activities.
The College undertakes biannual student satisfaction surveys. Survey results are available to all Managers,
Directors and Vice Principals who will analyse the results and will use the data to inform annual team
evaluation reviews. Annual team evaluation review results are contained within an evaluation report and action
plan. The College’s Quality and Enhancement Directorate is responsible for developing an Annual Quality
Report that reflects key elements of student survey results, evaluation reports, actions plans, and other College
performance data such as ROA outcomes. The Quality Report is provided to the Board for review and input
prior to being published on the College website.
The College conducted a staff survey following the College merger to identify, assess and resolve issues of
organisational culture. The survey was followed up in 2015 to investigate the effect of management actions
since the initial survey. The follow up consisted of an additional staff survey and facilitation of focus groups and
the findings from both feedback activities were compiled and presented to the Board in March 2016 for
consideration and potential action.
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Control Objective 9: The Board is able to evidence
its statement of compliance with the Code of Good
Governance for Scotland’s Colleges

Green

No weaknesses identified
The College has included a statement of compliance with the Code of Good Governance for Scotland’s
Colleges in the Governance Statement contained within its Annual Report and Financial Statements. The
College’s external auditors, within their annual report, confirmed that the statement is fully compliant with SFC
requirements and is consistent with the external audit’s understanding of the College.
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Appendix A – Definitions
Control assessments
R

Fundamental absence or failure of key controls.

A

Control objective not achieved - controls are inadequate or ineffective.

Y

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

G

Management action grades

14

4

•Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

3

•High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

2

•Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

1

•Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.
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Executive Summary
Conclusion
Ayrshire College has a wide range of communication systems in place to obtain student feedback with
the aim of enhancing the overall student experience. The College also has processes in place
governing the recording and management of complaints, although we have noted that these are not
fully compliant with Scottish Public Sector Ombudsman (SPSO) guidance in all cases. We have noted
several opportunities for improvement which will help to develop the feedback and complaints process
within the College and better mitigate key risks.

Background and scope
Supporting and enhancing the student experience throughout the student lifecycle is critical to success for both
the student and Ayrshire College.
Ayrshire College has a strong commitment to engaging with its students and uses a wide variety of methods to
facilitate feedback from students and applicants through student representation on College Committees,
including the Student Association, and general feedback via focus group meetings, question time, student
surveys and feedback forms.
The College collects, reports and responds to feedback and complaints; helping to identify improvements that
will add value to the students’ experience.
As part of our three year internal audit plan, we undertake a review of a specific curriculum area in each year.
For 2016/17, it was agreed that the audit would consider Ayrshire College’s overall approach to capturing the
views of students in relation to their overall experience and being actively involved in their own learning.
When assessing feedback processes, we considered:


The use of student surveys and general feedback mechanisms;



The role and effectiveness of the Student Association;



The process of complaints handling; and



Communication with students on actions taken to address feedback received.

A sample of students from across the College’s curriculum areas were contacted during the review and agreed
to attend a focus group to discuss the College’s feedback and complaint processes.
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Control assessment

1. Ayrshire College has a framework in place to ensure
general feedback is regularly sought from across the student
body including feedback on their own learning and wider
College life.
2. The Student Association and Student Association
Executive Committee are operating as intended, with the
views and opinions of students being collated and
represented.

6 - Amber

5 - Amber

1 - Yellow

3. There is sufficient student representation on the various
College Committees to provide an opportunity for feedback.

2 - Green

4 - Amber

3 - Green

4. A robust complaints procedure is in place to support the
handling of student complaints, which complies with the
SPSO Model for Complaints Handling in the FE Sector.

5. Feedback and complaints are recorded, analysed,
reported and actioned timeously with a complete, accurate
and up-to-date record being maintained.

6. A feedback loop exists to ensure transparency within the
feedback and complaints processes, with regular updates
being provided to students on actions taken as appropriate.

Improvement actions by type and priority
3
Grade 4
2

Grade 3
Grade 2

1

Grade 1

0
Control Design

Control Operation

Seven improvement actions have been identified from this review, one of which relates to compliance with
existing procedures, and the other six to the design of controls themselves. See Appendix A for definitions of
colour coding.
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Key findings
Good practice
We have gained assurance that the College’s procedures reflect good practice in a number of areas:


The roles and responsibilities of the Ayrshire College Student Association (ACSA) are set out within its
Constitution, which was approved by the College Board in December 2015. The Constitution sets out the
remit of the ACSA at a strategic level, including its key roles and responsibilities. A Student Partnership
Agreement (SPA) between the ACSA and the College is also in place, which sets out the ACSA's
operational responsibilities for collecting student feedback for the purpose of effectively representing
students to the College. In October 2016, the ACSA established an Executive Committee and Executive
Team. Executive Team Members have been delegated responsibility for promoting and supporting a
particular group of students (for example, mature students, LGBT students and disabled students) or for
undertaking generic roles, such as Welfare Officers.



The College has a number of mechanisms in place for obtaining student feedback. Students can raise
feedback and concerns directly with Lecturers and Curriculum Managers, as well as Class
Representatives. SPARQS (Student Partnerships in Quality Scotland) training is delivered to all Class
Representatives to ensure they are equipped to deal with their responsibilities and have a clear
understanding of their role in collecting student feedback. Student Representative key roles and
responsibilities are formally documented within the Class Representative Handbook.



Class Representatives are in place for all College classes, with the exception of distance learning
courses. Distance learning courses are not currently included within the College’s 2016/17 curriculum
offering, however plans are in place to implement an online forum via Moodle, which will allow future
distance learners and flexible learners (such as evening class students, part time students and
apprentices) to raise feedback and concerns with the College. This demonstrates the College’s
commitment to enhancing the experience of all students.



Feedback and complaint processes are communicated to students during the student induction
programme via the completion of both the General Student Induction and Course Induction. In 2016/17,
General Student Inductions were delivered through the College’s Virtual Learning Environment (VLE),
Moodle. Both inductions introduce students to the ACSA and explain the methods by which students can
communicate their feedback and concerns to the College. Students are required to complete and sign an
induction checklist following the completion of Course Inductions, confirming their understanding of the
feedback and complaints processes. The President and Vice-Chair of the ACSA also perform class dropins at the start of the semester to raise awareness of the ACSA and the support it can provide to students
to take forward feedback and/or concerns with the College.



Impact Reports are maintained by both the President and Vice-Chair of the ACSA which are used to
record all feedback and issues raised by students through various communication systems, including
direct communication with the ACSA, Class Representative meetings and issues raised directly with
Lecturers and Curriculum Managers which have been escalated to the ACSA. Impact Reports are
presented to Class Representatives and the Executive Committee, providing these groups with
appropriate oversight and awareness of current student issues and the actions being taken by the College
to resolve these issues.



In response to poor attendance at student focus groups, the College took a pro-active approach to
obtaining further feedback from students by implementing “Have Your Say” events. These events were
held at each campus where student experience feedback was obtained from passing students. The
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feedback received then informed curriculum area Course Team Evaluation Reports and Action Logs,
ensuring that the student voice was appropriately considered during the curriculum development process.


A formal complaints procedure is in place which is aligned with the Scottish Public Sector Ombudsman
(SPSO) Further Education Complaints Model and Guidance. The procedure, which was last reviewed
and updated by the Executive Management Team (EMT) in January 2017, is available to all staff and
students via the College website. Complaints are recorded using the Formstack complaints system,
which is used to generate monthly reports on complaints received in the month and the movement in
complaints activity compared to prior months. Complaints reports are presented to the EMT at least
quarterly.



Our focus groups held with students from across all five curriculum areas identified that there is an
adequate awareness amongst students of the College’s feedback mechanisms and complaint processes.
In addition, students advised they were represented fairly by Class Representatives and the Student
Association.

Areas for improvement
We have identified a number of areas for improvement which, if addressed, would strengthen Ayrshire
College’s control framework. These include:


As required by the SPSO, the College should publish complaints handling performance data on an annual
basis.



The EMT and SMT should be advised of the actions that have been implemented by the College in
response to complaints received. This will allow EMT and SMT to review how the College is performing
and identify whether there are wider, systemic issues that need to be reviewed.



Corrective actions taken by the College to address issues and concerns raised by students are not widely
communicated to the student body. We are aware that processes are currently being explored to resolve
this matter and the College plans to implement a “You said, we did together” newsletter which will be
emailed to all staff and students from April 2017 onwards.

These are further discussed in the Management Action Plan below.

Impact on risk register
The Ayrshire College corporate risk register (dated March 2017) included the following risks relevant to this
review:


L&T3 - Failure to provide a high quality learning experience



L&T4 - Failure to engage the Student Voice

We have identified a number of areas where the College can enhance existing student experience processes.
Implementation of these recommendations will further reduce the likelihood of these risks materialising.

Acknowledgements
We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan
Control Objective 1: Ayrshire College has a
framework in place to ensure general feedback is
regularly sought from across the student body
including feedback on their own learning and wider
College life.
1.1

Yellow

Feedback Process

The College’s feedback framework allows students to raise feedback and concerns directly with College
Lecturers and Curriculum Managers (CMs). Where issues can’t be immediately resolved, the Lecturer/CM is
responsible for escalating these matters to an appropriate member of staff for resolution. We noted that this
process has not been formally documented, thus we have not been able to confirm how matters should be
escalated and to whom, who is responsible for managing matters until resolution and if outcomes should be
communicated back to students.
Attendees at the student focus groups explained that, in most instances, issues are dealt with or escalated by
Lecturers or CMs appropriately. However several students noted that outcomes are not always sufficiently
communicated back to students to confirm how these matters have been dealt with by the College.
Risk
There is a risk that College staff and students are not aware of the feedback process and each individual’s
respective roles and responsibilities. This could result in matters not being adequately addressed by the
College and students not being made aware of subsequent outcomes. This may result in students not actively
raising concerns and submitting feedback to the college in future, which will affect the College’s ability to
improve the overall student experience.
Recommendation
The College should document the process currently in place for Lecturers and/or Curriculum Managers to
escalate student issues and concerns, ensuring that expectations are clearly set around appropriate
communication throughout the process. The process should set out relevant roles, responsibilities and
timescales, as well as outcome communication channels, and should be communicated to relevant
stakeholders.

Grade 2

Management Action

(Design)

The existing process will be fully documented and communicated to relevant stakeholders.
Action owner: Director of Quality Enhancement

scott-moncrieff.com
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Control Objective 2: The Student Association and
Student Association Executive Committee are
operating as intended, with the views and opinions
of students being collated and represented.
2.1

Green

ACSA Feedback Responsibilities

The remit of the ACSA is documented within the Constitution. The Constitution sets out the strategic roles and
responsibilities of the ACSA and states that its aims and objectives are to enhance the educational experience
of its members and students of the College. We noted that the Constitution does not explicitly state how the
ACSA will meet this responsibility. However we confirmed that this currently involves the ACSA regularly
obtaining and analysing student opinions and feedback.
A Student Partnership Agreement (SPA) is in place between the ACSA and the College which sets out the
various operational methods that have been employed by the ACSA to obtain feedback and opinions from
students. These processes have not been reflected within the Constitution, nor are there sufficient linkages
between both of these documents.
Risk
ACSA opinion and feedback responsibilities are not specifically detailed within the Constitution which may lead
to misalignment between the Constitution and SPA, resulting in an inconsistent approach being applied when
obtaining, recording and processing student feedback.
Recommendation
The College should ensure that the ACSA Constitution clearly outlines the ACSA's responsibilities for collecting
student feedback and opinions for the purpose of effectively representing the students within the College. This
could be achieved through referencing the SPA within the Constitution.

Grade 1

Management Action

(Design)

The Constitution will be updated to make reference to the SPA and then presented to the College Board
for approval.
Action owner: Director of Student Services
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Control Objective 3: There is sufficient student
representation on the various College Committees
to provide an opportunity for feedback.

Green

No weaknesses identified
We have found no reportable issues in relation to this control objective.
Students are represented at various College Committees through the members of the ACSA and Class
Representatives. Specifically, ACSA acts as the representative for students and their experiences on the
following Board and Committees:


AYSA Exec Committee;



Board of Management;



Estates and New Campus Development Committee; and



Learning and Teaching Committee.

In addition to the above, members of the ACSA Executive Committee sit on other committees, such as LGBT
and disabled students. Also, "learner representatives" from the ACSA are members of the Health, Safety &
Wellbeing Committee. This ensures student views obtained via the ACSA are adequately communicated and
raised at all College committees and groups.
Class Representatives also attend course team review meetings during the academic year with the course
team leader and course lecturers to represent the views of their class group. These student views then feed
into the Course Team Evaluation Reports and Action Plans.
Our focus group meetings identified that students feel there is an appropriate student voice within the College
and representation at Boards and Committees. All students within the focus group were aware of the Student
Representative process and the availability of the ACSA and that both could be contacted to discuss feedback
suggestions they may wish to escalate.
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Control Objective 4: A robust complaints procedure
is in place to support the handling of student
complaints, which complies with the SPSO Model
for Complaints Handling in the FE Sector.
4.1

Amber

Complaints Procedure

The College has a complaints procedure in place which was revised and approved by the Executive
Management Team (EMT) in January 2017. We reviewed the revised procedure and confirmed that this is
compliant with SPSO requirements and is available to all staff and students via the College’s intranet. However
we noted that the revised procedure has not been uploaded onto the College’s website and that the previous
version of the complaints procedure is still available for access by stakeholders.
Risk
External stakeholders do not have access to the College’s current complaints procedure, resulting in these
stakeholders not being aware of the college’s complaint process.
Recommendation
The College should make arrangements to upload the most recent version of the complaints procedure so that
this is easily accessible by all stakeholders.

Management Action

Grade 2
(Operation)

Agreed, now completed.
Action owner: Director of Quality Enhancement
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4.2

Publication of Annual Complaints Performance Data

The College is required to submit an annual complaints return to the SPSO which summarises the numbers
and types of complaints that have been received during the period. Also, the College must publically publish
complaint handling performance information on an annual basis so that this data can be viewed by
stakeholders.
We have confirmed that the most recent complaints return was submitted to the SPSO in March 2016.
However the College has not publically published complaints handling performance information on the College
website.
Risk
The College is not complaint with SPSO requirements as it has not publicly published annual complaints
performance data. Failure to comply with SPSO requirements could negatively affect the College’s reputation.
Recommendation
The College should publically publish annual complaints performance data. This should include a summary of
the numbers and types of complaints received, outcomes and actions taken in response to complaints.

Grade 3

Management Action

(Design)

Agreed. A template is being finalised for annual complaints monitoring. This will be approved by EMT and
used to report 2016-17 data after the complaints year end in July 2017.
Action owner: Director of Quality Enhancement
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Control Objective 5: Feedback and complaints are
recorded, analysed, reported and actioned timeously
with a complete, accurate and up-to-date record
being maintained.
5.1

Amber

Feedback Tracker

The ACSA President and Vice-President record all feedback and concerns raised by students within an impact
report. Impact reports are then presented and discussed during Class Representative and ACSA Executive
Committee meetings. This ensures appropriate parties have awareness of the feedback and concerns
currently being raised by students.
We undertook a review of impact reports and noted that feedback and concerns are not being consolidated
within one primary impact report. Instead, two reports are currently being maintained, one by the President and
one by the Vice-Chair. We also undertook testing and identified two instances, from our sample of fifteen,
where issues received had not been instantly logged within the impact reports. We were advised that the delay
in recording these actions occurred as an initial investigation was required to determine appropriate action
owners.
Risk
The impact report process is inefficient and may result in investigation and report duplications. Also, there is a
risk that student issues raised are not formally recorded, investigated and resolved on a timely basis resulting in
the experiences of students being negatively impacted. This may result in students not actively raising
concerns and submitting feedback to the college in future which will affect the College’s ability to improve the
overall student experience.
Recommendation
The College should make arrangements to consolidate impact reports to create one primary report for
recording student feedback and concerns. Impact reports should clearly set out key information, such as the
issue, action to be taken, action owner, and target completion date. Also, the College should ensure all student
concerns and feedback received is immediately recorded within the impact report to prevent concerns and
feedback being omitted from the report and not being progressed.

Management Action

Grade 2
(Design)

New reporting to be in place for start of new term.
Action owner: Director of Student Services
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5.2

Complaint Actions

A quarterly complaints report is presented to the Executive Management Team (EMT) which details the
complaints received within the last quarter broken down month by month. The report includes key data such as
the category of the complaint, the assigned investigator, resolution target dates, and the movement in
complaints activity within each month in the quarter.
We reviewed the monthly complaint report and noted that the report does not include the actions that have
been proposed or implemented by the College to resolve complaints. As a result, EMT is not able to effectively
scrutinise complaint actions to determine if these are adequate to resolve complaints and prevent similar
complaints being received in the future. Also, as the EMT only receives prior quarter complaint data, the group
has inappropriate oversight of overall complaint performance. For example the group will be unaware if
complaints received in the last quarter were resolved within agreed resolution target dates.
Risk
EMT is not provided with sufficient complaint data to fulfil its oversight responsibilities effectively. Failure to
oversee complaint data may result in inadequate resolution actions being implemented, which may lead to
similar complaints being received in the future and a potential increase in the number of complaints being
referred to the SPSO by complainants. Also, failure to monitor complaint performance will result in poor
performance not being adequately identified, investigated and addressed by the College.
Recommendation
The College should ensure that the EMT is provided with adequate complaint performance management
information that enables the group to effectively scrutinise complaint performance.

Grade 3

Management Action

(Design)

An updated report is being prepared which will highlight actions taken to resolve complaints. This will be a
quarterly report shared retrospectively with EMT.
Action owner: Director of Quality Enhancement
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Control Objective 6: A feedback loop exists to
ensure transparency within the feedback and
complaints processes, with regular updates being
provided to students on actions taken as
appropriate.
6.1

Amber

Feedback Loop

The College ensures feedback actions are communicated to Student Representatives by incorporating "you
said, we did together" as a standing item at all Class Representative meetings. However there is no
mechanism in place that requires the College to communicate this information to the wider student body other
than through the Class Representative meeting minutes that are available to students via Moodle.
The students who participated in the focus groups explained that students rarely viewed Class Representative
minutes. Also, students were generally unaware of how their feedback is utilised by the College and whether
the College had taken action to resolve the concerns that had been raised by students. In addition, students
were unaware of how the College utilises the results of bi-annual student surveys, as these are not currently
published on the College intranet or website.
Management have advised that feedback loop processes are currently being explored to resolve these matters.
The College plans to implement a “You said, we did together” newsletter which will be emailed to all staff and
students from April 2017 onwards, highlighting the actions taken to resolve key student issues received by the
ACSA and via student surveys.
Risk
There is risk that students fail to see the benefit of the feedback framework as feedback actions are not
sufficiently communicated to the wider student body. This may result in students not actively raising concerns
and submitting feedback to the college in future which will affect the College’s ability to improve the overall
student experience.
Recommendation
As planned, the College should ensure that the proposed "You said, we did together" newsletter is
implemented and distributed to all students and staff on a regular basis. The College should also publish the
results of bi-annual student surveys and actions taken by the College to address areas of poor performance.
This will provide students with assurance that steps are being taken by the College to address student issues
and areas of concern.

Grade 3

Management Action

(Design)

Completed. First issue of this report published April 2017
Action owner: Director of Student Services
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Appendix A – Definitions
Control assessments
R

Fundamental absence or failure of key controls.

A

Control objective not achieved - controls are inadequate or ineffective.

Y

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

G

Management action grades
4

•Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

3

•High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

2

•Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

1

•Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.
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Summary of Progress

1

Appendix 1 – Progress against 2016/17 internal audit plan

2

Summary of Progress
This paper provides the Audit Committee with a summary of internal audit activity since its last meeting and
confirms the reviews planned for the coming quarter, identifying any changes to the original annual plan.

Progress against annual audit plan
Status of internal audit reviews
1
Complete

Deferred

6

We have completed three audits in the period to June 2017: corporate governance, SFC financial returns –
resources and cash drawdowns and student experience (student voice).

At the March 2017 audit committee

meeting, it was agreed to defer the business continuity audit to 2017/18 therefore we have now completed all
audits in the 2016/17 plan.
Appendix 1 sets out the status of the 2016/17 internal audit programme.

Plan for next quarter
We will present the following reports to the September 2017 audit committee:


Follow-Up 2016/17



Annual Report 2016/17

Action for Audit Committee
The Audit Committee is asked to note the contents of this report and to approve the plan for the next quarter.
We also invite any comments on the format or content of this report. Contact details are as follows:
Chris Brown, Audit Partner

chris.brown@scott-moncrieff.com

0131 473 3500

Elizabeth Young, Senior Manager

elizabeth.young@scott-moncrieff.com

0141 567 4500
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Appendix 1 – Progress against 2016/17
internal audit plan
Ref and Name of report

Audit Sponsor

Status

Quarter

Planned
Audit
C’ttee

Actual
Audit
C’ttee

A1. Corporate Governance

Board Secretary

Complete

Q3

Mar 17

June 17

B1. Key Financial Systems

Director -

Complete

Q2

Mar 17

Mar 17

Complete

Q3

June 17

June 17

Complete

Q3

June 17

June 17

Finance and
Student Funding
B2. SFC Financial Returns –

Director -

Resources and Cash

Finance and

Drawdowns

Student Funding

C1. Student Experience

Vice Principal -

(Student Voice)

Strategy,
Planning &
Performance)
Director – ICT

D1. Business Continuity Plan

E1. Student Support Funds

and MIS

Deferred to
2017/18

Director -

Complete

Q1

N/A

Dec 16

Complete

Q1

N/A

Dec 16

Finance and
Student Funding
E2. Student Sums

Director Finance and
Student Funding

Key:

2

Complete

Audit work complete and report has been agreed and finalised

Draft Report

A draft report has been issued

Fieldwork complete

The audit work is complete but the draft report has not yet been issued.

Fieldwork in progress

The audit work is in progress.

Planned

The scope and timing have been agreed with management

Planning

The scope of the audit has yet to be agreed with management

Ayrshire College Internal Audit Progress Report
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Ayrshire College
Internal Audit Plan 2017/18

Introduction

1

Our internal audit approach

2

Audit needs assessment

3

Delivering our audit plans

4

Proposed internal audit plan
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Appendix 1 – Strategic Internal Audit Plan AY 2015-18
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Appendix 2 – Audit timetable 2017/18
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Appendix 3 – Audit Universe
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Appendix 4 - Internal Audit Charter

15

Introduction
Internal auditing is an independent and objective assurance and consulting activity designed to add value and
improve the operations of Ayrshire College. It helps the College accomplish its objectives by evaluating the
systems and processes in place, providing assurance that key risks are being managed effectively and value
for money is being achieved and improving the effectiveness of risk management, control and governance
processes.
The objective of internal audit planning is to focus audit resources on the systems and processes that manage
the College’s key risk areas.

Audit Committee Action
The three-year internal audit strategy, covering the period 2015 to 2018, was presented to the College’s Audit
Committee for review and approval in September 2015. We now present the updated draft 2017/18 plan for
consideration.
The Audit Committee may at any time decide to alter the direction of the plan to address any concerns which
arise during the academic year. We would be fully flexible in accommodating any such revision.
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Our internal audit approach
Assurance on organisation-wide risks
The internal audit plan is principally designed to provide assurance on the effective management of the
College’s key risks. This means that the plan covers the full range of systems within the College, not just the
financial systems.
This will provide Ayrshire College, through the audit committee, with the assurance it needs to prepare an
annual Governance Statement that complies with best practice in corporate governance and directions from the
Scottish Funding Council.

Risk based internal auditing
Our internal audit methodology links internal audit activity to the college’s overall risk management framework.
The main benefit to Ayrshire College is a strategic, targeted internal audit function that focuses on the key risk
areas and provides maximum value for money.
By focussing on the key risk areas, internal audit should be able to conclude that:


Management has identified, assessed and responded to the College’s key risks



The responses to risks are effective but not excessive



Where residual risk is unacceptably high, further action is being taken



Risk management processes, including the effectiveness of responses, are being monitored by
management to ensure they continue to operate effectively, and



2

Risks, responses and actions are being properly classified and reported.

Ayrshire College Audit Committee Action

scott-moncrieff.com

Audit needs assessment
Background and objective
Internal audit plans are based on an assessment of audit need. “Audit need” represents the assurance
required by the audit committee from internal audit that the key control systems established to manage and
mitigate the College’s key risks are adequate and operating effectively.

Approach
Our audit needs assessment takes both a top-down and bottom-up approach followed by a reasonableness
check. The top-down approach starts with the areas of highest inherent risk recorded in the risk register and
then identifies the control systems in place to manage those risks. The bottom-up approach involves
considering the College’s audit universe (potential auditable areas) and linking this to the key inherent risks to
establish which auditable areas represent the key control systems. The reasonableness check involves us
using our experience of similar organisations together with discussions with other college internal auditors to
ensure that all key risk areas and systems have been considered and the resulting internal audit plan seems
appropriate.
Our audit needs assessment involved the following activities:


Reviewing the College’s risk register;



Reviewing the College’s strategic and operational plans and objectives;



Reviewing the results of internal audit work in prior years;



Reviewing external audit reports and plans;



Reviewing the College’s website and policies and procedures;



Discussions with management and the audit committee; and



Utilising our experience at similar organisations and our understanding of the FE sector.

We seek to complement the areas being covered by the College’s external auditors. Following discussion of
this plan at the Audit Committee, we will consult with the external auditors and incorporate the feedback
received into the final version submitted for approval to the next Audit Committee meeting.

This helps us to

target our work in the most effective manner, avoiding duplication of effort and maximising the use of the total
audit resource.
The audit needs assessment will be revised on an ongoing basis (at least annually) to take account of any
changes in the College’s risk profile. All changes to the internal audit plan will be approved by the Audit
Committee.

scott-moncrieff.com
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Delivering our audit plans
Audit timetable 2017/18
We will schedule our work to deliver reports to each audit committee meeting during the year. We will agree
the timing of each review with management to ensure we avoid particularly busy periods.
Appendix 2 provides the basis for agreeing a detailed timetable for the 2017/18 programme.

Assignment planning
Prior to each review commencing, we will finalise the assignment plan with relevant management. The
assignment plan sets out the scope and objectives of the audit, along with an assessment of the key business
risks relating to the area under review. This consultative approach ensures that the focus of each review is
sensitive to the specific risks and context within which Ayrshire College operates. This maximises the value of
each review and reflects the risk-based assurance we offer.

Reporting our findings
During the course of each audit, we will discuss any audit findings with relevant management as they arise.
This will ensure that our reports contain no surprises and our recommendations are accurate, practical and
relevant.
The audit timetable in Appendix 2 will be based on delivering draft reports to management within three weeks
of completion of fieldwork. The reports will include an overall opinion on the strength of controls within the area
under review, together with an action plan detailing prioritised recommendations, responsible officers and
implementation dates.
We will require management responses to our draft reports within two weeks. Subject to there being no major
issues of contention or disagreement, we will produce final reports within one week of receiving management
responses. These timings are reflected in the timetable in Appendix 2.
On completion of each year’s audit programme, we will issue an annual report summarising our main findings
for the year and giving an overall opinion on the Ayrshire College internal control framework.

Internal Audit team – indicative staff mix

4

Grade

2017/18 Input (days)

Grade mix (%)

Partner

6

10%

Manager / Senior manager

15

26%

Specialist staff

8

14%

Auditors

29

50%

Total

58

100%

Ayrshire College Audit Committee Action
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Confirmation of independence
Internal audit standards require us to communicate on a timely basis all facts and matters that may have a
bearing on our independence.
We can confirm that the staff members identified to complete the reviews in the annual plan for 2017/18 are
independent of the college, with no conflicts of interest that might compromise their objectivity.

Internal Audit Team Contacts
Chris Brown

Chief Internal Auditor
email: chris.brown@scott-moncrieff.com
telephone: 0131 473 3500

Elizabeth Young

Internal Audit Senior Manager
email: elizabeth.young@scott-moncrieff.com
telephone: 0141 567 4500

scott-moncrieff.com
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Proposed internal audit plan
The Internal Audit Plan will be updated annually for changes to the College’s strategic risk register, corporate
plans and through discussions with senior management and the audit committee.
Internal audit is only one source of assurance for the audit committee. Assurance on the management of risk is
provided from a number of other sources, including the senior management team, external audit and the risk
management framework itself.
Appendix 1 presents the areas proposed for review during 2017/18, in the context of a three year strategy.
As our internal audit approach is based on risk, the proposed plan is also cross-referenced to the College risk
register.
The table below demonstrates how the 58 internal audit days agreed for 2017/18 are allocated across each
area of the audit universe:

Allocation of audit days
9%

14%

Key Financial Systems
15%

14%

24%

Ayrshire College Audit Committee Action

Student experience/
curriculum
Operational Reviews

24%

7

Governance / Strategic

Compliance & External
Reporting

Internal Audit
Management
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Appendix 1 – Strategic Internal Audit Plan AY 2015-18
Audit area

2015/16 2016/17 2017/18
Plan
Plan
Plan
days
days
days

Risk
reg
ref

Notes

BOM3

Review of the process for developing and agreeing the College’s annual

Governance / Strategic Reviews
A1. Outcome agreements

5

Outcome Agreement, including performance measures, targets and
monitoring.
A2. Risk management

5

ALL

Review of procedures for risk identification, assessment, mitigation and
reporting across the College (strategic and operational), to confirm new
risk management arrangements are embedded and operating effectively.

A3. Corporate governance

5

BOM2

To review the extent to which the College’s governance arrangements
follow recommended best practice, including the Code of Good
Governance for Scotland’s Colleges.

5

5

5

6

6

6

Key Financial System Reviews
B1. Key financial systems

B2. SFC returns

3

3

3

FIN2

Review of key financial systems, covering:
2015/16: Treasury and cash management, Income and Debtors

FIN3

2016/17: Budget setting

FIN4

2017/18: Non-pay expenditure and creditors or Payroll and expenses

FIN2

Review of the return submitted to SFC at 31 March, to provide assurance

FIN3

that the figures reported are in line with the College’s management

FIN1

accounts.
scott-moncrieff.com
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Audit area

2015/16 2016/17 2017/18
Plan
Plan
Plan
days
days
days
9

9

9

8

8

8

Risk
reg
ref

Notes

Student experience/ curriculum reviews
C1. Student Experience/Curriculum

L&T

An annual audit to review arrangements over an aspect of Student

1-5

Experience/Curriculum identified as higher risk by the Learning &
Teaching Committee and Executive Management Team. The Members
have agreed the review areas over the three year period as follows:

8

8

-

2015-16 – Extended Learning Support (ELS)

-

2016-17 – Student Experience (Student Voice)

-

2017-18 – Student Services (Learning Resources and Technologies)

8

Operational Reviews
D1. Health and safety

7

HRW3

Review of the health and safety arrangements in place at the College,
including ensuring appropriate policies and procedures, appropriate staff
training and governance over incident monitoring is in place.

7

D2. Estates strategy

7

D3. Business continuity planning

7

10

Ayrshire College Audit Committee Action

-

1-3

Review of arrangements for estates management, including utilisation of
the new Kilmarnock campus. Deferred from 2016/17 to 2017/18.

FIN4

Review of arrangements in place for ensuring business continuity in the

ENC2

event of a disaster impacting on the organisation’s operations.

ENC

14
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Audit area

2015/16 2016/17 2017/18
Plan
Plan
Plan
days
days
days

Risk
reg
ref

Notes

FIN3

Standard review in line with SFC guidance.

FIN3

Standard review in line with SFC guidance.

Compliance and External Reporting
E1. Student Support (FE Bursary /

7

7

7

7

7

7

Discretionary / Childcare funds, HE
Discretionary Fund & EMA)
E2. Further Education Statistical
(FES) return

L&T1

14

14

14

2

2

2

Internal Audit Management
F1. Follow-up of prior
recommendations
F2. Audit management, audit

To assess progress in implementing previous internal audit
recommendations.

4

4

4

2

2

2

8

8

8

51

44

58

committees, external audit liaison
F3. Annual planning and reporting

TOTAL ANNUAL DAYS

scott-moncrieff.com
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Appendix 2 – Audit timetable 2017/18
Audit

Audit sponsor

Start audit

Complete

Draft

Mgmt

Final

Audit

fieldwork

report

resp

report

C’ttee

A2. Risk management

Secretary of Board of
Management

Jan 18

Jan 18

Jan 18

Feb 18

Feb 18

Mar 18

B1. Key Financial Systems

Vice PrincipalFinance & ICT

Nov 17

Dec 17

Jan 18

Jan 18

Feb 18

Mar 18

B2. SFC Returns

Vice PrincipalFinance & ICT

Apr 18

Apr 18

Apr 18

Apr 18

May 18

Jun 18

C1. Student Experience (Student
Services)

Vice Principals

Feb 18

Feb 18

Mar 18

Mar 18

Apr 18

Jun 18

Mar 18

Mar 18

Mar 18

Mar 18

Apr 18

Jun 18

Sept 17

Sept 17

Oct 17

Oct 17

Nov 17

Dec 17

Aug 17

Aug 17

Sept 17

Sept 17

Sept 17

Dec 17

Sept 17

Sep 17

Sept 17

Sept 17

Sept 17

Dec 17

Jul 18

Jul 18

Jul 18

Jul 18

Aug 18

Sept 18

D2. Estates strategy

D2. Business continuity planning

E1. Student Support Funds

Vice Principal- College
Estate & Facilities
Vice PrincipalFinance & ICT
Vice PrincipalStrategy & Planning
Performance

E2. Credits

Vice PrincipalFinance & ICT

F1. Follow Up

N/A
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Appendix 3 – Audit Universe
Audit area

2015/16

2016/17

2017/18





























Risk
Rating

Frequency

A. Key financial systems











L
L
L
H
H
L
M
M
M
L
L
M
M

Annual review of 31 March SFC returns
Reviewed annually by external audit
Reviewed annually by external audit
Cyclical review every 1 - 3 years
Cyclical review every 1 - 3 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years










M
H

Strategic planning







H

Outcome agreements







H

Cyclical review every 3 - 5 years
Cyclical review every 1 - 3 years
Cyclical review every 1 - 3 years. Covered by outcome
agreement review 2015/16.
Cyclical review every 1 - 3 years

Fraud prevention arrangements







M

Cyclical review every 3 - 5 years

Lean reviews







L

At Audit Committee’s request



H




M
M

Financial reporting
Accounting policies
Financial ledger
Budget setting
Budgetary control
Fixed assets
Treasury and cash management
Income
Debtors/ accounts receivable
Payroll
Travel and subsistence
Non-pay expenditure
Creditors/ accounts payable








B. Strategy and governance
Corporate governance
Risk management

C. Operational
Operational planning



Procurement / tendering
Partnership working



scott-moncrieff.com



Cyclical review every 1 - 3 years. Covered by outcome
agreement review 2015/16.
Cyclical review - every 3 - 5 years
Cyclical review every 3 - 5 years. Cover as part of outcome
Ayrshire College Audit Committee Action
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2015/16

2016/17

2017/18

Risk
Rating

Student experience
Workforce management










H
M

Education contracts







L

Commercial courses







M

























M
H
L
H
M
M
M
H
M
M
M
M
H

agreements review 2015/16.
Key risk area across the sector
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years. Cover in Income review
2015/16.
Cyclical review every 3 - 5 years. Cover in Income review
2015/16.
Cyclical review every 3 - 5 years
Cyclical review - every 1 - 3 years
Cyclical review every 3 - 5 years
Cyclical review - every 1 - 3 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review - every 1 - 3 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Cyclical review every 3 - 5 years
Covered by business continuity planning
Cyclical review - every 1 - 3 years

Audit area

Succession planning
Recruitment and retention
Sickness absence
Performance management
Internal communications
External communications
Change management
Capital project management
Timetabling and curriculum planning
Student records
Health and safety
Incident management
Business continuity planning






















Frequency

Information governance







M

Cyclical review every 3 - 5 years

IT strategy







M

Cyclical review every 3 - 5 years

IT security







M

Cyclical review every 3 - 5 years

FE bursary fund







Review on an annual basis.

FE discretionary fund
FE childcare fund
HE Discretionary Fund (SAAS)
Educational Maintenance Allowance
Further Education Statistical (FES) return



















Review on an annual basis.
Review on an annual basis.
Review on an annual basis.
Review on an annual basis.
Review on an annual basis.

D. Additional Audit Services
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Appendix 4 - Internal Audit Charter
Internal auditing is an independent and objective assurance and consulting activity that is guided by a
philosophy of adding value to improve the operations of the College.
It helps the College accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control, and governance processes.

Aim
The aim of this Charter is to set out the management by all parties of the internal audit process. The Charter
sets out the context of the internal audit function, including the place of the Audit Committee, the key personnel,
timescales and processes to be followed for each internal audit review.

Role
The internal audit activity is established by the Audit Committee on behalf of the Board. The internal audit
activity's responsibilities are defined by the Audit Committee as part of its oversight role.

Professionalism
The internal audit activity will adhere to mandatory guidance of The Chartered Institute of Internal Auditors
(CIIA) including the Definition of Internal Auditing, the Code of Ethics, and the Public Sector Internal Audit
Standards which reflect the International Standards for the Professional Practice of Internal Auditing.
The CIIA's Practice Advisories, Practice Guides, and Position Papers will also be adhered to as applicable to
guide operations. In addition, the internal audit activity will adhere to the College’s relevant policies and
procedures and the internal audit activity's standard operating procedures manual.
Internal audit activity will also reflect relevant Scottish Funding Council directions, as appropriate to the College.

Authority
The internal audit activity, with strict accountability for confidentiality and safeguarding records and information,
is authorised full, free, and unrestricted access to any and all of the College ‘s records, physical properties, and
personnel pertinent to carrying out any engagement. All employees are requested to assist the internal audit
activity in fulfilling its roles and responsibilities. The internal audit activity will also have free and unrestricted
access to the audit committee.

Accountability
The Head of Internal Audit will be accountable to the audit committee and will report administratively to the
Director of Finance and Student Funding.
The audit committee will approve all decisions regarding the performance evaluation, appointment, or removal
of the Head of Internal Audit.

scott-moncrieff.com

The Head of Internal Audit will communicate and interact directly with the audit committee, including between
audit committee meetings as appropriate.

Independence and objectivity
The internal audit activity will remain free from interference by any element in the College, including matters of
audit selection, scope, procedures, frequency, timing, or report content. This is essential in maintaining the
internal auditors’ independence and objectivity.
Internal auditors will have no direct operational responsibility or authority over any of the activities audited.
Accordingly, they will not implement internal controls, develop procedures, install systems, prepare records, or
engage in any other activity that may impair internal audit's judgment.
Internal auditors must exhibit the highest level of professional objectivity in gathering, evaluating, and
communicating information about the activity or process being examined. Internal auditors must make a
balanced assessment of all the relevant circumstances and not be unduly influenced by their own interests or
by others in forming judgements.
The Head of Internal Audit will confirm to the audit committee, at least annually, the organisational
independence of the internal audit activity.

Scope and responsibility
The scope of internal auditing encompasses, but is not limited to, the examination and evaluation of the
adequacy and effectiveness of the governance, risk management, and internal control processes in relation to
the organisation's defined goals and objectives. Internal control objectives considered by internal audit include:


Consistency of operations or programmes with established objectives and goals



Effectiveness and efficiency of operations and use of resources



Compliance with significant policies, plans, procedures, laws, and regulations



Reliability and integrity of management and financial information processes, including the means to
identify, measure, classify, and report such information.



Safeguarding of assets.

Internal Audit is responsible for evaluating all processes ('audit universe') of the College, including governance
processes and risk management processes. In doing so, internal audit maintains a proper degree of
coordination with external audit.
Internal audit may perform consulting and advisory services related to governance, risk management and
control. It may also evaluate specific operations at the request of the audit committee or management, as
appropriate.
Based on its activity, internal audit is responsible for reporting significant risk exposures and control issues
identified to the audit committee and to senior management, including fraud risks, governance issues, and
other matters needed or requested by the College.
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Annual internal audit plan
The audit year runs from 1 August to 31 July.
At least annually, the Head of Internal Audit will submit to the audit committee an internal audit plan for review
and approval. The internal audit plan will detail, for each subject review area:


The outline scope for the review;



The number of days budgeted;



The timing, including which audit committee the final report will go to; and



The review sponsor.

The internal audit plan will be developed based on a prioritisation of the audit universe using a risk-based
methodology, including input of senior management. Prior to submission to the audit committee for approval,
the plan will be discussed with senior management. Any significant deviation from the approved internal audit
plan will be communicated through the periodic activity reporting process.

Assignment Planning and Conduct
An assignment plan will be drafted prior to the start of every assignment setting out the scope, objectives,
timescales and key contacts for the assignment.
Specifically, the assignment plan will detail the timescales for carrying out the work, issuing the draft report,
receiving management responses and issuing the final report. The assignment plan will also include the name
of the staff member who will be responsible for the audit (review sponsor) and the name of any key staff
members to be contacted during the review (key audit contact).
The assignment plan will be agreed with the review sponsor and the key audit contact (for timings) before the
review starts.

Reporting and Monitoring
The internal auditor will discuss key issues arising from the audit as soon as reasonably practicable with the
key contact and/or review sponsor, as appropriate.
A written report will be prepared and issued by the Internal Audit Manager following the conclusion of each
internal audit engagement and will be distributed to the review sponsor and key contacts identified in the
assignment plan for management responses and comments.
Draft reports will be issued by email within 15 working days of fieldwork concluding. The covering email will
specify the deadline for management responses, which will normally be within a further 15 days. The
management comments and response to any report will be overseen by the review sponsor. Internal Audit will
make time after issuing the draft report to discuss the report and, if necessary, meet with the review sponsor
and/or key contact to ensure the report is factually accurate and the agreed actions are clear, practical,
achievable and valuable.
The internal auditors will issue the final report to the review sponsor and the Director of Finance and Student
Funding. The final report will be issued within 10 working days of the management responses being received.
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Finalised internal audit reports will be presented to the audit committee. Finalised internal audit outputs must be
in the hands of the committee secretary at least 5 working days before the date of each meeting
The working days set out above are maximum timescales and tighter timescales may be set out in the
assignment plan.
The internal audit activity will follow-up on engagement findings and recommendations. All significant findings
will remain in an open issues file until cleared.

Audit Committee
The audit committee meets four times a year, normally in September, November, March and June. Dates for
audit committee meetings will be provided to internal audit as soon as they are agreed. The Head of Internal
Audit and/ or Internal Audit Manager will attend all meetings of the audit committee.
Internal audit will schedule its work so as to spread internal audit reports reasonably evenly over the audit
committee meetings. The annual internal audit plan will detail the internal audit reports to be presented to each
audit committee meeting.
The internal auditor will generally present specific reports to the committee as follows:

Output

Meeting

Audit needs assessment

June

Annual internal audit plan

June

Follow-up reports

September

Annual report

September

Status report

All meetings

The audit committee will meet privately with the internal auditors at least once a year.

Periodic Assessment
The Head of Internal Audit is responsible for providing a periodic self-assessment on the internal audit activity
as regards its consistency with the Audit Charter (purpose, authority, responsibility) and performance relative to
its Plan.
In addition, the Head of Internal Audit will communicate to senior management and the audit committee on the
internal audit activity's quality assurance and improvement programme, including results of ongoing internal
assessments and external assessments conducted at least every five years in accordance with Public Sector
Internal Audit Standards.

Review of Charter
This Charter will be reviewed by both parties each year and amended if appropriate.
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1

Introduction

Business Continuity is seen as the activities required to maintain and recover
College operational effectiveness against threats or events which, if realised, may
materialise as incidents and ultimately escalate into a full scale emergency or crisis.
Such events are by their nature unforeseen and it is not possible to predict with any
degree of accuracy the details of the event or chain of events that causes the
implementation of the plan. For this reason the plan gives broad guidelines and
information to allow the Business Continuity Response Team (BCRT) to undertake
the task of preparing a detailed response to any situation that arises.
The College will develop an interface protocol agreement with our PFI and NPD
operators to ensure roles and responsibilities are clearly understood for our
Kilwinning campus and Kilmarnock campus when required.
2

Aim and Purpose

The purpose of the plan is to minimise the effect of any sudden or unforeseen event
that could seriously disrupt College operations and impair its ability to operate
effectively. The aim is to set down broad guidelines that provide a basis for a
relatively quick and effective return to business as usual. These guidelines are set
down in section 4 for each of the identified Critical Functions.
If an incident or event occurs which bears an immediate or imminent threat to the
continuity of the business of Ayrshire College, the Business Continuity Response
Team should be convened.
3

Objectives of the Plan

•

List the critical functions and activities of the organisation.

•

Analyse and respond to potential risks to these critical functions.

•

Provide a detailed prioritised and timetabled response to an emergency situation.

•

Identify the key roles, responsibilities and contacts to respond to an emergency.

•

Enable testing of the plan on a regular basis.

3

The Plan is split into 5 Sections.
Section 1
Introduction and explanation of the Business Continuity Plan.
Section 2
Information regarding who should take charge in any unforeseen event, issue or
emergency.
Section 3
Suggested plan of action for the first 24 hours of any major event.
(This plan is generic and may need to be adapted depending on the exact nature of
the Event or issue)
Section 4
Information regarding the College’s critical functions and suggestions of how they
may be restored in event of the loss of that particular function.
Each critical function is assessed for its impact and likelihood. Information is given
regarding what procedures/ methodologies are presently in place to prevent the loss
of the critical function, together with suggestions, where appropriate, of further work
which could be done to mitigate the risk of occurrence.
Suggestions are also made regarding staff or staff teams which will be useful or
required to restore a normal Mode of operation (NMO). Lastly a list of ‘Triggers’ is
given; these being events which may occur and the table provided suggests what
steps and procedure are available to mitigate the effect of the Trigger.
Section 5
Contains details of some of the procedures suggested in section 4
Please note, there is nothing in this plan or arrangements which negates or
supersedes the College’s Evacuation procedures or Health and Safety
responsibilities.
Plan Owner
The owner of this plan will be the Vice Principal - Finance and ICT who will ensure
that the plan is reviewed at least annually or more frequently if required.
Testing
This plan will be tested annually against blind scenarios.

4

Critical Functions

4

Critical Functions, Critical Services and Critical Resources, hereafter called Critical
Functions within the scope of the Business Continuity Plan include:
1.

Accommodation
A. Denial of Workplace Access – short term (up to 1 day)
B. Denial of Workplace Access – long term (greater than 1 day)

2.

Staff
A. HR and Payroll Systems
B. Loss of Key Personnel
C. Threat to Well Being of staff
D. Industrial Action – Work Stoppage

3.

Finance
A. Student Funding
B. Payments to Suppliers
C. Payroll

4.

Telecommunications (Internal Campus Level or WAN Level)

5.

Computer Systems and Services
A. ICT Services
B. Student Records and Bursaries

6.

Loss of Data (Viruses, Hacking, Human Error)

7.

Utilities Loss (Water, Sewage, Electricity, Gas etc.)

8.

Flu Pandemic/ Terrorist Attack (or equivalent in terms of large scale staff
absences)

5

Critical Function 1: Accommodation
Risk: 1A Denial of Workplace Access – short term (> the 8 hours less than 1
day)
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a Threat, or actual loss of Access to the Workplace for up to 1 day.
Risk
assessment
Critical
Function

Denial of
Workplace
Access –
Short term
(up to 1 day)

Likelihood

Impact

Risk Score

2

2

4

1A
Denial of Workplace Access – Short
Term
Responsibility:
(role responsible for leading on this activity,
plus deputies)

Action
Controls
already in
place
Staff vigilance
against Fire,
Vandalism or
concerted
attack.

Further Action
which needs to be
taken to mitigate
this risk
Ensure that the
College has the
latest key contact
details stored at
each of the College
campuses per
appendices
attached

Further Information

BCRT with Estates Team.
2
Very Low

Likelihood of Event

2
Minor
Refer to college risk methodology

Potential impact on organisation
Recovery timeframe:
(how quickly must this function be
recovered to avoid lasting damage)

Short Term defined as less than one
working day.
However maximum timescale to avoid
lasting damage is one week.

Resources required for recovery
Staff
VPs, Directors, Heads of Curriculum / Services,
(staff and Teams the BCRT are likely
Marketing and PR Manager
to need to call on)
Data / systems
Potential recovery of data if required
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
Expected at current levels of activity that short term
denial of access may be best dealt with by either

6

(potential relocation or work-fromhome options)

Communications
(methods of contacting staff, suppliers,
customers, etc)
Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)

Re-entering building as soon as it is cleared for
use or to close the facility for one day.
Potential relocation for staff may include temporary
relocation to another campus
Local Papers/Radio/Social Media Sites/Email/Phone/ Text/Megaphone if Building has
been evacuated and Staff/Students have
gathered at Emergency Evacuation Assembly
Equipment required dependent upon extent of
damage but could include
PCs/Desks/Chairs/Specialist Health
Equipment/Teaching Resources
Supplies available through regular ordering process

Trigger or Key Decision

Action

Any / all Ayrshire campus

1. Ensure at least one
BCRT member is aware

Premises Evacuated
Implementation of
emergency evacuation.

2. Establish reason for
evacuation and confirm if
estate is unaffected.

Procedure
(numbers refer to Section 5,
Procedures)
3.4 BCRT Communications
3.5 Damage Assessment &
Salvage
3.3 Fire and Evacuation

3. Establish when the
facility will be returned to
normal function
Student Internal
Assessments taking place.

BCRT instructs affected
Curriculum Group to
ascertain level of disruption
and any breach of exam
security and to report to the
Director of Quality
Enhancement

Discuss with Director of Quality
Enhancement and relevant
Curriculum Director who will
agree what actions to be taken
in conjunction with a delegated
BCRT member

Student External
Assessments taking place.

BCRT instructs affected
Curriculum Group to
ascertain level of disruption
and any breach of exam
security and to report to the
Director of Quality
Enhancement

The Director of Quality
Enhancement and relevant
Curriculum Directors will refer
to awarding bodies procedure
for such incidents.

Confirmed that Premises
are Unaffected

Establish expected duration
of denial of access

Expected Duration of
Denial of Access is

Decide whether to
implement Emergency
Workplaces and Learning,
7

3.5 Damage Assessment &
Salvage
3.6 BCRT Meetings

Established as being in six
hours or less

Teaching and assessment
spaces.
With a duration of one
working day or less it is
unlikely that the disruption
this would cause would merit
the provision of emergency
workplaces or Learning and
Teaching spaces

Trigger or Key Decision

Action

Expected Duration of
Denial of Access is
Established as more than
one working day – Denial
of Workplace access –
Long Term

See Risk 1B

Decision Not to Implement
Emergency Workplaces
and Learning and Teaching
spaces

Instruct all Staff to go home /
or relocate to an alternative
campus and return to the
Workplace next working day,
or another specified date, or
to await further instructions
as appropriate

3.1 Staff Communications

Decision to Implement
Emergency Workplaces

1. Divert telephones and fax
as appropriate

3.8 Diversion of Telephone &
Fax
1.5 Disable Key College
Application Servers
3.1 Staff Communications
2.2 Student Communications

2. Disable key applications
servers as required
3. Ensure all staff are
advised of where to
report and operate from

Procedure
(numbers refer to Section 5,
Procedures)
3.6 BCRT Meetings

4. Ensure Students are
advised of where to
attend
Decision to Implement
Emergency Learning,
Teaching and Assessment
Arrangements

1. Implement emergency
teaching fulfillment
arrangements

All Reports received –
Emergency Operations
Stable

1. Advise all affected
students of the Event

2.1 Interim Learning and
Teaching
2.2 Student Communications

2. Notify students

8

3.1 Staff Communications
2.2 Student Communications

2. Confirm expected
date/time to return to
Premises
Advised of Date of Return
to Premises

1. Develop plan to return all 1.3 Physical Recovery
Functional Areas affected
to Normal Operations
3.1 Staff Communications
2. Inform all Staff of
planned date to return to
Premises
3. Inform all students of
expected date of return
to Normal Operations
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2.2 Student Communications

Critical Function: Accommodation
Risk: 1B Denial of Workplace Access – long term (greater than 1 day or 1 week)
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a Threat, or actual loss of Access to the Workplace greater than 1
day.
Risk
assessment

Critical
Function

Denial of
Workplace
Access –
Long term
(greater than
1 day)

Likelihood

Impact

Risk Score

2

4

8

1B
Denial of Workplace Access – Long Term
Responsibility:
(role responsible for leading on this activity,
plus deputies)

Action
Controls
already in
place
Staff vigilance
against Fire,
Vandalism or
concerted
attack.

Further Action
which needs to be
taken to mitigate
this risk
See also Short
Term Risk at 1.1
above.
Long term denial of
access will require
use of alternative
accommodation
either within the
existing estate or
through reciprocal
arrangements
sought with other
Colleges, Schools
(Disclosure issues)
and Local
Authority. Also
investigate the use
of for example
Church Halls and

Further Information

BCRT with Estates Team
2
Very Low

Likelihood of Event

4
Major
Refer to college risk methodology

Potential impact on organisation
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Recovery timeframe:
(how quickly must this function be
recovered to avoid lasting damage)

Long Term defined as greater than one working
Day. However, the BCRT may take the view that
Denial of Access lasting one to 5 days may be
treated as short term depending on the
circumstances. Maximum timescale to avoid lasting
damage is assessed as being one week.

Resources required for recovery
Staff
VPs, Directors, Heads of Curriculum/Services,
(staff and teams the BCRT are likely
Marketing and PR Manager
to need to call on)
Data/systems
Potential Recovery of staff and student data from
(backup and recovery processes,
PC backup areas.
alternative manual work-round, staff
and equipment required)
Premises
Expected at current levels of activity that long term
(potential relocation or work-fromdenial of access will require use of alternative
accommodation either within the existing estate or
home options)
through reciprocal arrangements with other
Colleges, Schools (Disclosure issues) and Local
Authority. Also investigate the use of Church Halls
and Local Hotels.
Communications
Papers/Radio/Social Media Sites/Phone/E-mail/
(methods of contacting staff, suppliers, Text/Megaphone if Building has been evacuated
and Staff/Students have gathered at Emergency
customers, etc)
Evacuation Assembly points
Equipment
Equipment required dependent upon extent of
(key equipment recovery or
damage but could include PCs/Desks/Chairs/
replacement processes; alternative
Specialist Health Equipment/Teaching Resources
sources; mutual aid)
Supplies available through regular ordering process
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)
Contractors
To be procured through estates.
See Emergency Contractors in Appendix 2
(to bring existing building back into
operation)

Trigger or Key Decision

Action
1. Ensure at least one
BCRT member is aware

Premises Evacuated
Implementation of
emergency evacuation.

2. Establish reason for
evacuation and confirm
if estate is unaffected.

Procedure
3.4 BCRT Communications
3.5 Damage Assessment &
Salvage
3.3 Fire and Evacuation

3. Establish when the
facility will be returned to
normal function
Confirmed that Premises
are affected

Establish expected duration
of denial of access
11

3.5 Damage Assessment &
Salvage

Expected Duration of Denial
of Access is Established as
six hours or less – Denial of
Workplace access – short
term
Expected Duration of Denial
of Access is Established as
more than one working day
– Denial of Workplace
access – Long Term
(5 days)
Expected Duration of Denial
of Access is Established
Student Internal
Assessments taking place.

Student External
Assessments taking place.

Decision Not to Implement
Emergency Workplaces

Decision to Implement
Emergency Workplaces

1. See risk 1.i

3.6 BCRT Meetings

1. Decide whether to
implement Emergency
Workplaces

3.6 BCRT Meetings

1. Decide whether to
implement Emergency
Workplaces
1. BCRT instructs affected
Curriculum Group to
ascertain level of long
term disruption and any
breach of exam security
and to report to the
Director of Quality
Enhancement
1. BCRT instructs affected
Curriculum Group to
ascertain level of
disruption and any
breach of exam security
and to report to the
Director of Quality
Enhancement.
1. Instruct all staff to go
home and return to the
workplace next working
day, or another specified
date, or to await further
instructions as
appropriate
1. Divert telephones and
fax as appropriate

3.6 BCRT Meetings

2. Disable key applications
servers as required
3. Ensure all staff are
advised of where to
report and operate from

Decision to Implement
Emergency Learning,
Teaching and Assessment
arrangements.

4. Ensure Students are
advised of where to
attend
1. Implement emergency
teaching fulfillment
arrangements
2. Notify students
12

Discuss with Director of Quality
Enhancement and relevant
Curriculum Directors who will
agree what actions to be taken
in conjunction with a delegated
BCRT member

The Director of Quality
Enhancement and Curriculum
Directors will refer to awarding
bodies procedure for such
incidents.

3.1 Staff Communications

3.8 Diversion of Telephone &
Fax
1.5 Disable Key College
Application Servers
3.1 Staff Communications
2.2 Student Communications

2.1 Interim Learning and
Teaching Arrangements
2.2 Student Communications

All Reports received –
Stability of Emergency
Operations

1. Advise all affected
students of the Event

2. Confirm expected
date/time to return to
Premises
Advised of Date of Return to 1. Develop plan to return
Premises
all Functional Areas
affected to Normal
Operations
2. Inform all Staff of
planned date to return to
Premises
3. Inform all students of
expected date of return
to Normal Operations
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3.1 Staff Communications
2.2 Student Communications

1.3 Physical Recovery
3.1 Staff Communications
2.2 Student Communications

Critical Function: Staff
Risk: 2A HR and Payroll Systems
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a threat, or actual loss of the Human Resource and Payroll
Systems for a period of time deemed by the BCRT to be significant
Risk
assessment
Critical
Function

Likelihood

Impact

Risk Score

Human
Resource
and
Payroll
Systems

2

3

6

2A
Human Resource Systems

Action
Controls
already in
place
Staff vigilance
against Fire,
Vandalism or
failure of
computer
systems

Further Action
which needs to be
taken to mitigate
this risk
Hold all HR records
electronically and
ensure that the
College backs up
HR and Payroll
system information
off site. Use college
Virtualisation
solution to maintain
connectivity
Maintain an agreed
offsite secure
storage and archive
solution

Further Information

Responsibility:
(role responsible for leading on this
activity, plus deputies)

BCRT with Vice Principal of HR/OW,
Director of HR/OD, Vice Principal of Finance,
Vice Principal of Estates, Director of Finance
& Student Funds/Payroll staff
2
Very Low

Likelihood of Event

3
Significant
Refer to college risk methodology

Potential impact on organisation

Recovery timeframe:
(how quickly must this function be
recovered to avoid lasting damage)

Depending on where in pay
cycle refer to 3C
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Resources required for recovery
Staff
(staff and Teams the BCRT are likely
to need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
(potential relocation or work-fromhome options)
Communications
(methods of contacting staff, suppliers,
customers, etc)

HR staff/Payroll staff/ICT Staff/Finance

HR and Payroll system backup
Could work from any other campus and access
relevant systems via the College Virtualised
Server Solution and WAN network ICT to
assist
Emails, phone calls, letters

Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)

HR & Payroll system backups, PCs and internet
access

Trigger or Key Decision

Action

HR and Payroll system
and data is not accessible

N/A

1. Contact IT staff
2. Determine nature of the
fault. (Hardware,
software of Application)
3. Recover system data
and/or Application from
backup as appropriate.

Hardware Problem
Reported

1. Determine whether the
problem is local to a
particular workstation, or
with the network

User Cannot Access Data

1. Determine whether the
lack of access is due to
password access failure
2. Check if loss is due to
corrupt data

15

Procedure
(numbers refer to Section 5,
Procedures)
1.1 Faulty Workstation
Evaluation
1.11 Data recover to server
Contact HR and Payroll system
provider

1.1 Faulty Workstation
Evaluation

Established that a Network
Computer has Failed and
cannot be Used
Established that the Failed
Computer is NOT included
in the Maintenance Service
Agreement

Established that the Failed
Computer is included in the
Maintenance Service
Agreement
Replacement Computer
Service Invoked
Failed Hardware
Repaired/Replaced &
functioning correctly

3. Check if loss is due to
system configuration
change
4. Determine whether the
lack of access is due to
password access failure
5. Check if loss is due to
corrupt data
6. Check if loss is due to
system configuration
change
7. Check if loss is due to
faulty workstation
8. Check if loss is due to
Key Systems
Infrastructure Failure
9. Check if loss is due to
network, or peripheral
routing hardware failure
10. Check if loss is due to
telecommunications
infrastructure failure
1. Determine whether the
failed item can be
replaced under Warranty
1. Arrange for repair, or
replacement of the failed
computer as appropriate
2. Assess the impact on the
network and consider
reviewing hardware
covered on the
maintenance service
agreement
1. Invoke replacement
computer service

1. Replace failed hardware
1. Review age/condition/
suitability of all hardware
Assets and the extent of
the College’s critical
dependence upon each
item
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1.11 Data recover to server
1.1 Faulty Workstation
Evaluation
1.8 Peripheral & Routing
Hardware Fault
Resolution
1.2 Replace Hardware
Device
1.8 Peripheral & Routing
Hardware Fault
Resolution
1.6 Communications Service
Fault Resolution

1.2 Replace Hardware
Device
1.2 Replace Hardware
Device

1.2 Replace Hardware
Device

1.2 Replace Hardware
Device
1.2 Replace Hardware
Device

Critical Function: Staff
Risk: 2B Loss of Key Personnel (see also Risk 8. Flu Pandemic or equivalent
in terms of large scale staff absences)
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of Key individuals, or a critical percentage (this percentage is
assessed on individual team basis and location by HR/OW) of staff are absent
long term or permanently. If loss is due to flu or some other form of mass
illness please see Risk 8 Flu Pandemic.
Risk
assessment

Critical
Function

Loss of Key
Personnel
Resources

Likelihood

Impact

Risk Score

2

4

8

Action
Controls
already in
place
Contracts of
Employment
and notice
periods.
Absence
Management
Tool Kit.
Access staff
bank and
recruitment
agencies
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Further Action
which needs to
be taken to
mitigate this risk
Succession
planning and the
training of
appropriate staff to
be able to step up
and undertake key
responsibilities as
required.
Procedure
manuals to be
reviewed and
updated. Policies
to be
communicated
widely and
accessible via
College intranet

2B
Loss of Key Personnel
Responsibility:

Further Information
BCRT with Vice Principal HR/OW,
Director of HR/OD, relevant Directors
Note, only the sudden loss of an SMT
member is liable to necessitate the
2
Very Low

Likelihood of Event

4
Major
Refer to college Risk methodology
Within contractual notice period
(Within a week, temporary arrangements
will be implemented)

Potential impact on organisation

Recovery timeframe:

Resources required for recovery
Staff
(staff and Teams the BCRT are likely
to need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
(potential relocation or work-fromhome options)

Director of HR & O.D, HR Staff, relevant Director
and the employee’s line manager, Marketing &
PR Manager

Communications
(methods of contacting staff, suppliers,
customers, etc)

Emails, phone calls, letters, Local
Papers/Radio/Social Media Sites.

Contract of employment. Succession planning
N/A

Possible national media coverage
Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)

N/A

N/A
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Trigger or Key Decision

Manager:
Long Term

Action

1. Assess current/imminent
activity and projects
2. Consider responsibilities
that can be delegated to
other Managers and
reportees

Procedure
(numbers refer to Section 5,
Procedures)
4.2 Assess & Prioritise
Current Workload
4.1 Identify Alternate for
Workload
2.2 Student Communications
3.1 Staff Communications

3. Consider interim
management resources
4. Advise students if
appropriate
5. Advise Staff
Manager:
Permanent

1. Consider if there is a
continued need for the
post.
2. Consider opportunity to
restructure/reorganise
3. Recruit replacement as
appropriate
4. Assess forward
workload and
responsibilities
5. Consider re-assignment
of workload and/or
responsibilities to other
staff
6. Assess requirement for
interim management,
pending recruitment of
replacement
7. Advise students as
appropriate
8. Advise Staff
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3.9 Recruitment
4.2 Assess & Prioritise
Current Workload
4.1 Identify Alternate for
Workload
2.2 Student Communications
3.1 Staff Communications

Trigger or Key Decision

Functional Area:
Critical Percentage
Reduction – Long Term

Action

1. Assess & prioritise
current Workload
2. Keep in contact with
member of staff and
use absence
management tool kit.

Procedure
(numbers refer to Section 5,
Procedures)
4.2 Assess and Prioritise
Current Workload
3.9 Recruitment

3. Review cause and
recruit replacement
staff as appropriate
4. Engage additional
resources from
agencies
Functional Area:
Critical Percentage
Reduction – Permanent

1. Assess & prioritise
current Workload.

4.2 Assess/Prioritise Current
Workload

2. Review case and
recruit replacement
staff as appropriate

3.9 Recruitment

3. Engage additional
resources from
agencies
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Critical Function: Staff
Risk: 2C Threat to Wellbeing of Staff
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of tangible threats to the wellbeing of staff, through events such as
Fire, Flood, explosions and violence or lock down of campuses.
Risk
assessment

Critical
Function

Threat to
wellbeing of
staff

Likelihood

Impact

Risk Score

2

3

6

2C
Threat to Wellbeing of Staff
Responsibility:

Action
Controls
already in
place
Vigilance of
staff

Further Action
which needs to be
taken to mitigate
this risk
Staff training in
evacuation
arrangements,
Health and Safety
and threat
avoidance.

Further Information
BCRT with Vice Principal of HR/OW, Director of
HR/OD, Health Safety and Wellbeing Manager.
2
Very Low

Likelihood of Event

Potential impact on organisation
Recovery timeframe:

3
Significant
Refer to college risk methodology
Dependent on numbers of staff involved and
timescales. If between 3 and 6 months temporary
appointments would be required.

Resources required for recovery
Staff
(staff and Teams the BCRT are likely
to need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)

Director of HR & O.D, HR Staff, relevant Director
and the employee’s line manager,
Marketing Manager
Emergency services contacts, College evacuation
procedures
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Premises
(potential relocation or work-fromhome options)
Communications
(methods of contacting staff, suppliers,
customers, etc)
Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)

Affected staff could work from home to a certain
extent but any teaching staff affected would need
class cover.
Emails, phone calls Papers/Radio/Social Media
Sites.

N/A

N/A

Trigger or Key Decision

Action

Individual, or Group is
Identified as Under Threat

1. Take appropriate action
to remove or avoid
threat
2. Alert at least one
Member of the BCRT

Procedure
(numbers refer to Section 5,
Procedures)
3.1 Staff Communications
3.11 Staff Protection Procedure
3.4 BCRT Communications
3.1 Staff Communications

3. In a case of a threat of
violence alert police
4. Inform Staff as
appropriate
Individual, or Group is
Identified as Suffering Actual
Harm

1. Call appropriate
emergency services
2. Invoke Staff Protection/
Safeguarding
procedures
3. Alert at least one
Member of the BCRT
4. In a case of violence
alert police. Inform Staff
as appropriate
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3.11 Staff Protection Procedure
3.4 BCRT Communications
3.1 Staff Communications

Critical Function: Staff
Risk: 2D Loss of Key Personnel through industrial action or work stoppage
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of Key individuals, or a critical percentage (this percentage is
assessed on individual team basis and location by HR/OW) of staff who are
taking industrial action or are part of a work stoppage.
Risk
assessment

Critical
Function

Loss of Key
Personnel
Resources

Likelihood

Impact

Risk
Score

3

4

12
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Action
Controls
already in
place
Communications
through
employers
association on
negotiations

Further Action
which needs to
be taken to
mitigate this
Consider
closure of
College or
Campuses

2B
Loss of Key Personnel
Responsibility:

Further Information
BCRT with Vice Principal HR/OW,
SMT convening of the BCRT.

Likelihood of Event

3
Low
4
Major
Refer to college Risk methodology
Within the negotiated agreement with
relevant unions

Potential impact on organisation

Recovery timeframe:

Resources required for recovery
Staff
(staff and Teams the BCRT are likely to
need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
(potential relocation or work-fromhome options)

SMT, Heads of Curriculum and Services

Communications
(methods of contacting staff, suppliers,
customers, etc)

Emails, phone calls, letters, Papers/Radio/Social
Media Sites.

N/A
Consider closure of satellite campuses

Possible national media coverage
Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)

Consider avoiding high risk use of equipment

Consider the requirement to cancel stocks and
supplies
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Trigger or Key Decision

Action

Manager/Staff: Short
Term

1. Assess current/imminent
activity and projects

Procedure
(numbers refer to Section 5,
Procedures)
4.2 Assess & Prioritise
Current Workload

2. Consider and identify
responsibilities that can
be delegated to other
Managers or staff

4.1 Identify Alternate for
Workload

3. Consider interim
management resources

3.1 Staff Communications

2.2 Student Communications

4. Advise students if
appropriate
5. Advise Staff
Manager/Staff: Long Term

1. Assess forward
workload and
responsibilities
2. Consider re-assignment
of workload and/or
responsibilities to other
staff
3. Assess requirement for
interim management.
4. Advise students as
appropriate
5. Advise Staff
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4.2 Assess & Prioritise
Current Workload
4.1 Identify Alternate for
Workload
2.2 Student Communications
3.1 Staff Communications

Trigger or Key Decision

Functional Area: Short
Term

Action

1. Assess & prioritise
current Workload
2. Consider reassignment of
workload and/or
responsibilities to
other staff

Procedure
(numbers refer to Section 5,
Procedures)
4.2 Assess and Prioritise
Current Workload
4.1 Identify Alternate for
Workload
2.2 Student Communications
3.1 Staff Communications

3. Assess requirement
for interim
management.
4. Advise students
as appropriate
Functional Area: Long
Term

1. Assess & prioritise
current Workload

4.2 Assess/Prioritise Current
Workload

2. Consider reassignment of
workload and/or
responsibilities to
other staff

4.1 Identify Alternate for
Workload

3. Assess requirement
for interim
management.
4. Advise students
as appropriate
5. Advise Staff
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2.2 Student Communications
3.1 Staff Communications

Critical Function: Finance
Risk: 3A Student Funding
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a disruption to the Student Funding service.
Risk
assessment

Critical
Function

Student
Funding

Likelihood

Impact

Assessment

2

5

10

3A
Student Funding
Responsibility:
(role responsible for leading on this
activity, plus deputies)

Likelihood of Event

Action
Controls
already in
place
Student
Records and
Funding data
backup

Further Action
which needs to be
taken to mitigate
this risk
Staff training
integration of
student records and
student funding
systems
Back up of Student
Funding Payment
files

Further Information
BCRT with Director of Finance, Director Quality
Enhancement, Director of Finance, Student
Funding Manager, marketing staff
Note: Disruption to student funding would have to
be severe before the BCRT would be convened.
2
Very Low

Potential impact on organisation

5
Extreme
Refer to college risk methodology

Recovery timeframe:
(how quickly must this function be
recovered to avoid lasting damage)

2 working days

Resources required for recovery
Staff
(staff and teams the BCRT are likely to
need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)

Student Funding staff, Finance staff for BACS
runs, ICT support. Marketing staff
Backup files and server
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Premises
(potential relocation or work-fromhome options)
Communications
(methods of contacting staff, suppliers,
customers, etc)
Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)
Trigger or Key Decision

Reported difficulty in
student funding

Short term problem which
can be resolved in one or
two days

Long Term Problem

System accessible across campuses via
virtualised server solution links – the present
college network failover solutions will allow staff
to relocate or receive connectivity through a
Possible need to contact all students affected if
payment will be delayed – would be done via
notices, phone calls, emails, texts, college
website as appropriate
PCs, server, internet access, BACs access

n/a

Action

Ascertain the nature of the
problem and the length of
time it is liable to take to
get back to normal
working.
1. Contact affected
students via
telephone, e-mail or
text. Consider whether
it will be more effective
to illicit the help of the
Curriculum Groups in
this.
2. Fix problem and pay
student funds as
appropriate
1. Consider convening
the BCRT.
2. Prepare media
statement
3. Contact affected
students via
telephone, email.
Consider whether it
will be more effective
to illicit the help of the
Curriculum Groups in
this.
4. Make arrangements
for emergency manual
payments
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Procedure
(numbers refer to Section 5,
Procedures)

2.2 Student Communications

3.4 BCRT Communications
2.2 Student Communications

Critical Function: Finance
Risk: 3B Payments to Suppliers
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of the college not being able to pay suppliers due to an event.
Risk
assessment
Critical
Function

Payment to
Suppliers

Likelihood

Impact

Risk Score

Action
Controls
already in
place

2

5

10

Finance
Team

3B
Payment to Suppliers
Responsibility:
(role responsible for leading on this
activity, plus deputies)
Likelihood of Event

Further Action
which needs to be
taken to mitigate
this risk
Replicate BACS
systems
infrastructure across
main campuses –
main system located
in Kilmarnock
campus

Further Information
BCRT, Vice Principal of Finance and Business
Systems, Director of Finance
Note BCRT convened only if disruption was liable
to be long term
2
Very Low

Potential impact on organisation

5
Refer to college risk methodology

Recovery timeframe:
5 working days
(how quickly must this function be
recovered to avoid lasting damage)
Resources required for recovery
Staff
(staff and Teams the BCRT are likely
to need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
(potential relocation or work-fromhome options)

Finance staff, ICT support.

Backup files and server

System accessible across campuses via
virtualised server solution – the present college
network failover will allow staff to relocate or
receive connectivity through a separate
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Communications
(methods of contacting staff, suppliers,
customers, etc)
Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)
Trigger or Key Decision

n/a

Action

Reported difficulty in
making payments to
suppliers.

1.

Short term problem which
can be resolves in five days

1.

2.

Longer Term Problem

Possible need to contact suppliers affected if
payment will be delayed – would be done via
phone calls, emails as appropriate
PCs, server, BACS

1.
2.
3.

4.

5.

Ascertain the nature of
the problem and the
length of time it is
liable to take to get
back to normal
working.
Consider contacting
affected suppliers via
telephone or email.
Fix problem and pay
suppliers as
appropriate
Consider convening
the BCRT.
Prepare media
statement
Contact affected
suppliers via telephone
or email.
Consider whether it is
necessary to inform
the Funding Council,
particularly if the
problem is a financial
one.
Make arrangements
for emergency manual
payments by cheque
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Procedure
(numbers refer to Section 5,
Procedures)

See main suppliers list
(Appendix 4)

3.4 BCRT Communications
3.6 BCRT meetings
See main suppliers list
(Appendix 4)

Critical Function: Finance
Risk: 3C Payroll
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of the college not being able to pay staff due to an event.
Risk
assessment
Critical
Function

Likelih
ood

Impact

Risk Score

Payroll

2

5

10

3C
Payroll
Responsibility:
(role responsible for leading on this
activity, plus deputies)
Likelihood of Event

Action
Controls
already in
place
Finance
Team

Further Action
which needs to be
taken to mitigate
this risk
Replicate BACS
systems
infrastructure across
main campuses –
main system located
in Kilmarnock
campus

Further Information
BCRT, Vice Principal of Finance and College
Systems, Director of Finance
Note BCRT convened only if disruption was liable
to be long term
2
Very Low

Potential impact on organisation

5
Extreme
Refer to college risk methodology
2 working days

Recovery timeframe:
(how quickly must this function be
recovered to avoid lasting damage)
Resources required for recovery
Staff
(staff and Teams the BCRT are likely
to need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)

Finance staff, ICT support. HR information,
marketing staff
Payroll backup files – pay staff based on last
month’s payroll if no other option available at
critical time. Maintain and back up master lists of
staff and salaries which could be used to make
emergency payments.
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Premises
(potential relocation or work-fromhome options)

Communications
(methods of contacting staff, suppliers,
customers, etc)
Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)
Trigger or Key Decision

Payroll P.C.s and server and internet access

n/a

Action

Reported difficulty in making
payroll

1.

Short term problem which
can be resolves in five days

1.
2.
3.

Longer Term Problem

System accessible across campuses via
virtualised server solution – the present college
network failover will allow staff to relocate or
receive connectivity through a separate
broadband connection
Email, phone calls to as required
All staff email if problem not rectified before pay
run

1.
2.
3.

4.

5.

Ascertain the nature of
the problem and the
length of time it is liable
to take to get back to
normal working.
Contact affected staff
via telephone or email.
Prepare media
statement
Pay staff based on last
month’s payroll if no
other option available
at critical time
Consider convening
the BCRT.
Prepare media
statement
Contact affected staff
via telephone or email
as appropriate.
Consider whether it is
necessary to inform the
Funding Council,
particularly if the
problem is a financial
one.
Make arrangements for
emergency manual
payments
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Procedure
(numbers refer to Section 5,
Procedures)

3.1 Staff Communications
3.2 Press communications

3.6 BCRT meeting
3.2 Press communications

Critical Function: Telecommunications
Risk: 4 Telecommunications
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of critical degradation, or outright loss of telecommunications
services, affecting voice (telephone/fax), or data (email/web browsing/remote
access), such that Normal Operations are threatened, or actually interrupted.
Risk
assessment
Likelihood

Critical
Function

Telecommuni
cations

Impact

2

Risk Score

4

8

4
Telecommunications

Action
Controls
already in
place
ICT and Front
of House Team

Further Action
which needs to be
taken to mitigate
this risk

Further Information

Responsibility:
(role responsible for leading on this
activity, plus deputies)

BCRT, Vice Principal of Finance and
College Systems, Vice Principal
Estates and Head of ICT
2
Very Low

Likelihood of Event

4
Major
Refer to college risk methodology

Potential impact on organisation

Same working day response from support
Recovery timeframe:
contracts.
(how quickly must this function be
recovered to avoid lasting damage)
Resources required for recovery
Staff
(staff and Teams the BCRT are likely to
need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff and
equipment required)

Head of ICT, Front of House Team Leader

Redirection to other campus.
Forward messages via Mobile Phone or Email

33

Premises
(potential relocation or work-from-home
options)
Communications
(methods of contacting staff, suppliers,
customers, etc)

Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)

Trigger or Key Decision

Initial Report of Symptom(s)

N/A
Contact Fault number as in ICT Contacts list
(attached)
Quote post-code of site and fault details to raise
helpdesk support call. A fault-reference number will
then be provided.
Networked telecommunications system covered by
Exchange Communications. Also all Phone lines
and kilo stream connections. Vodafone manage
the Ayrshire Wide Area Network (WAN)
connectivity between the 3 main campuses

Action

Procedure
(numbers refer to Section 5,
Procedures)
1.6 Communications Service
Fault Resolution

1.

Send network
broadcast to identify
extent of fault

2.

Investigate fault

Failure of External Link
Identified

1.

Contact service
provider for fault
resolution

1.6 Communications Service
Fault Resolution

Failure of Telephone Switch
Identified

1.

Establish interim
function of answering
system/service

1.7 Internal Telephone System
Fault Resolution

2.

Implement system
fault resolution

Failure of Routing, or own
Network Hardware
Identified

1.

Implement fault
resolution

1.7 Internal Telephone System
Fault Resolution

Recovery Phase Achieved,
or Full NMO Resumed

1.

Decide on the extent
of the need to inform
students of the event

2.2 Students Communications

2.

Inform Staff of incident
status
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3.1 Staff Communications

Critical Function: Computer Systems and Services
Risk: 5A ICT Services
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a Threat, or actual Incident that leads to the loss of key computer
services and business systems.
Risk
assessment

Critical
Function

ICT

Likelihood

Impact

Risk
Score

2

4

8

5A
ICT Services
Responsibility:
(role responsible for leading on
this activity, plus deputies)
Likelihood of Event

Action
Further Action
Controls
which needs to be
already in
taken to mitigate
place
this risk
ICT Team,
Up to date
Business
maintenance contracts
Intelligence and Consultancy support
systems staff
contracts

Further Information
BCRT, Vice Principal of Finance and College
Systems, Head of ICT, Business Systems
Manager
2
Very Low
4
Major
Refer to college risk methodology

Potential impact on
organisation
Recovery timeframe:
(how quickly must this function
be recovered to avoid lasting
damage)

Quick recovery required to facilitate restoration of full
ICT capabilities for cross-college functions.
Timeframe would be assessed & estimated as per
exact disruption by Head of ICT

Resources required for recovery
Staff
(staff and Teams the BCRT are
likely to need to call on)
Data/systems
(backup and recovery
processes, alternative manual
work-round, staff and equipment
Premises
(potential relocation or work-fromhome options)

ICT Services
Maindec have maintenance contract
Recovery process may involve closing external
network.

Recovery options include backup Broadband
internet connections.
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Communications
(methods of contacting staff,
suppliers, customers, etc)

1.

Equipment
(key equipment recovery or
replacement processes;
alternative sources; mutual aid)
Supplies

Trigger or Key Decision

Estates staff for out-of-hours access if
required.
2. Emergency contact details for Electricians for
power issues
3. ICT staff for restoration of ICT hardware.
Source of network information through ICTCP.
(Held by all ICT staff)

ICT Services will organise.

Action

Procedure
(numbers refer to Section 5,
Procedures)
1.1 Faulty Workstation
Evaluation

Problem Reported

1. Determine whether the
problem is local to a
particular workstation, or
with the network

Established that a Network
Computer has Failed and
cannot be Used

1. Determine whether the
failed item can be
replaced under Warranty

1.2 Replace Hardware
Device

Established that the Failed
Computer is NOT included in
the Maintenance Service
Agreement

1. Arrange for repair, or
replacement of the failed
computer as appropriate

1.2 Replace Hardware
Device

Established that the Failed
Computer is included in the
Maintenance Service
Agreement

1. Invoke replacement
computer service

1.2 Replace Hardware
Device

Replacement Computer
Service Invoked

1. Replace failed hardware

1.2 Replace Hardware
Device

Failed Hardware
Repaired/Replaced &
functioning correctly

1. Review age/condition/
suitability of all hardware
Assets and the extent of
the College’s critical
dependence upon each
item

1.2 Replace Hardware
Device

Failed Server or
storage node

2. Assess the impact on
the network and
consider reviewing
hardware covered on the
maintenance service
agreement

1. Determine if the failed
server or storage node
can be replaced under
warranty
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1.11 Data recovery to server
or storage node

Critical Function: Computer Systems and Services
Risk: 5B Student Records & Bursary Services
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a Threat, or actual Incident that leads to the loss of MIS systems.
Risk
assessment

Critical
Function

Likelihood

Impact

Risk
Score

Action Controls
already in place

Student
Records &
Bursaries

2

5

10

Bursary, Business
Systems & ICT
Team

5B
MIS Services
Responsibility:
(role responsible for leading on
this activity, plus deputies)

Further Action
which needs
to be taken to
mitigate this
Capita and
Tequios
Maintenance
contracts

Further Information
Head of ICT, Funding
Manager, Head of
Business Systems
2
Very Low

Likelihood of Event

5
Extreme

Potential impact on
organisation
Recovery timeframe:
(how quickly must this function
be recovered to avoid lasting
damage)

The relevant maintenance contracts should be
actioned immediately, ICT to ensure that all backups
are up to date and can be restored.

Resources required for recovery
Staff
(staff and Teams the BCRT are likely
to need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
(potential relocation or work-fromhome options)

Bursary, Business Systems & ICT Staff required to
identify cause of problem.
System accessible across campuses via
virtualised server solution – the present college
network failover will allow staff to relocate or
receive connectivity through a separate broadband
connection
System accessible across campuses via
virtualised server solution – the present college
network failover will allow staff to relocate or
receive connectivity through a separate
broadband connection
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Communications

Possible need to contact all students affected if
payment will be delayed – would be done via
notices, phone calls, emails, texts, college
website as appropriate

(methods of contacting staff, suppliers,
customers, etc)

external suppliers however, in the event that this
method of communication is inoperable, mobile
phones could be used as an effective means of
communicating to both internal and external
customers/suppliers/ staff.
The backup tapes would also be required to
ensure the integrity of the database is maintained
until the recovery period is over.

Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)
Trigger or Key Decision

User Cannot Access Data

Availability of laptops to enable offsite access and
mobile phone.

Action

1.

Determine whether the
lack of access is due to
password access
failure

2.

Check if loss is due to
corrupt data

3.

Check if loss is due to
system configuration
change

4.

Check if loss is due to
faulty workstation

5.

Check if loss is due to
Key Systems
Infrastructure Failure

6.

Check if loss is due to
telecommunications
infrastructure failure

7.

Check if loss is due to
network, or peripheral
routing hardware failure
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Procedure
(numbers refer to Section 5,
Procedures)
1.11 Data recover to Server or
Storage node
1.12 Data Access Validation
1.1 Faulty Workstation
Evaluation
1.8 Peripheral & Routing
1.2 Hardware Fault
Resolution

Short term problem which
can be resolved in one or
two days

1.

2.

Long Term Problem

1.
2.
3.

4.

Contact affected
students via telephone,
e-mail or text. Consider
whether it will be more
effective to illicit the
help of the Curriculum
Admin in this.
Fix problem and pay
student funds as
appropriate

2.2 Student Communications

Consider convening
the BCRT.
Prepare media
statement
Contact affected
students via
telephone, email.
Consider whether it
will be more effective
to illicit the help of the
Curriculum Admin in
this.
Make arrangements for
emergency manual
payments

3.4 BCRT Communications
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2.2 Student Communications

Critical Function: Loss of Data
Risk: 6
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a Threat, or actual Incident leading to the loss of Data.
Risk
assessment

Critical
Function

Likelih
ood

Impact

K Score

Loss of Data

3

5

15

6
Loss of Data
Responsibility:
(role responsible for leading on this
activity, plus deputies)

Further Action
which needs to be
taken to mitigate
this risk
Ensure all records
are saved in
electronic format
and ensure these
are backed up each
evening. Agree
offsite secure
storage and archive
solution – see also
RISK 2A

Further Information
BCRT, Vice Principal of Finance and College
Systems, Head of ICT, Vice Principal of HR/OW,
Director Quality Enhancement

Likelihood of Event

3
.
5

Potential impact on
organisation
Recovery timeframe:
(how quickly must this function be
recovered to avoid lasting damage)

Action
Controls
already in
place
ICT Team

Timeframe is dependent about severity of data
loss. Worst case scenario would require a
minimum of a full working day to restore a system
and the data.
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Resources required for recovery
Staff
(staff and Teams the BCRT are likely
to need to call on)
Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
(potential relocation or work-fromhome options)
Communications
(methods of contacting staff, suppliers,
customers, etc)

Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)
Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)
Trigger or Key Decision

User Cannot Access Data

ICT Services/Business Information
Systems staff
Procedure 1.11

The System can be accessed from any other
College campus providing the network is fully
operational.
Given that the College network is functioning, an
email could be initiated to the relevant staff and
external suppliers however, in the event that this
method of communication is inoperable, mobile
phones could be used as an effective means of
communicating to both internal and external
customers, suppliers and staff.
Covered through

Covered through

Action

1.

Determine whether the
lack of access is due to
password access failure

2.

Check if loss is due to
corrupt data

Procedure
(numbers refer to Section 5,
Procedures)
1.11 Data recovery to Server or
Storage Node
1.12 Data Access Validation

3.

4.

Check if loss is due to
system configuration
change
Check if loss is due to
faulty workstation

5.

Check if loss is due to
Key Systems
Infrastructure Failure

6.

Check if loss is due to
network, or peripheral
routing hardware failure
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1.1 Faulty Workstation
Evaluation
1.9 Peripheral & Routing
Hardware Fault Resolution
1.6 Communications Fault
Resolution

Critical Function: Utilities Loss
Risk: 7
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of a Threat, or actual Incident leading to the loss of the following key
utilities, Water Sewage, electricity and Gas.
Risk
assessment
Critical
Function

Loss
Utilities,
Water,
Sewage,
Electricity
and Gas

Likelihood

Impact

Risk
Score

4

4

16

7
Utilities Loss
Responsibility:
(role responsible for leading on
this activity, plus deputies)
Likelihood of Event
Likelihood of
interruption to
organisation:
Recovery timeframe:
(how quickly must this function
be recovered to avoid lasting
damage)

Action
Controls
already in
place
Estates Team
and
ICT Team to
back up any
lost data

Further Action
which needs to be
taken to mitigate
this risk
Work closing with the
relevant agencies
involve in the
maintenance of the
PFI and NPD
Campuses.

Further Information
BCRT, Estates Team

4
Very Low
4
Major
Refer to college risk methodology
Timeframe is dependent about severity of key
utilities. Worst case scenario would require a
minimum of a full working day to complete restoration
of the utility.

Resources required for recovery
Staff
Estates staff working with the utilities companies and
(staff and Teams the BCRT are
the PFI and NPD support staff should be able to
likely to need to call on)
identify the problem.
Data/systems
System accessible across campuses via virtualised
(backup and recovery
server solution – the present college network failover
processes, alternative manual
will allow staff to relocate or receive connectivity
work-round, staff and
through a separate broadband connection
equipment required)
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Premises
(potential relocation or workfrom- home options)

Communications
(methods of contacting student,
staff, suppliers, customers, etc)

Equipment
(key equipment recovery or
replacement processes;
alternative sources; mutual
Supplies
(processes to replace stock and
key supplies required; provision in
emergency pack)
Trigger or Key Decision

Estates is informed that
there will be, or is, a loss of
utilities

May need replaced as necessary depending on
where fault lies

Availability of laptops to enable offsite access and
mobile phones.

Action

1.

2.

3.

Utilities loss likely to be
short term 1 – 2 hours

Computer systems could be accessed from other
facilities should the main servers still be working.
Ayrshire College has a virtual server environment
which has failover built in where if one or two
campuses suffer a systems failure, the third campus
will continue to provide server access across the
region.
As email is hosted in the 365 cloud environment,
emails can be accessed via smart phones or by
connecting from anywhere with internet access and the
use of social media

1.

Inform Vice Principal
of Estates and HSW
Manager or in their
absence other BCRT
member.
Ascertain the likely
duration of the Utility
loss
Assess any Health
and Safety risks

Procedure
(numbers refer to Section 5,
Procedures)
3.4 BCRT Communications

If no H&S risk
continue College
operations as normally
as possible

Utilities loss likely to be long 1.
term, but less than 48 hours

Consider if it is
necessary to close
College for the rest of
the day

2.2 Student Communication
3.1 Staff Communication

Campus closes

Contact Evening Class
Students if possible
and inform them of
College closure
(Phones may be
unaffected or use
Phones in other
campuses.

2.2 Student Communication

1.
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Power loss likely to be long
term and more than two
working days

1.

Treat as a long term
denial of access
Critical Function 1.ii
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See Critical Function 1.ii

Critical Function: Staff
Risk: 8 Flu Pandemic/ Terrorist Attack (or equivalent in terms of large scale staff
absences)
This Action Plan defines the Procedures to be followed, or steps to be taken in
the event of Key individuals, or a critical percentage of staff being absent due
to flu or some other form of mass illness.
Risk
assessment
Critical
Function

Likelih
ood

Impact

Risk Score

Flu
Pandemic

1

4

4

8
Flu Pandemic
(or equivalent in terms of large
scale staff absences)
Responsibility:
(role responsible for leading on this
activity, plus deputies)

Action Controls
already in place

Government
Health Advice.
Vice Principal of
HR/Organisational
Wellbeing leading
College response

Further
Action which
needs to be
taken to
mitigate this
risk
Dissemination
of Government
and Health
Service,
Colleges
Scotland
guidance as it
is received

Further Information

BCRT, Vice Principal of Organisational Wellbeing
and Director of HR/OD.

Likelihood of Event

1
Very Low
4
Major
Refer to college risk Methodology

Potential impact on
organisation
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Recovery timeframe:
(how quickly must this function be
recovered to avoid lasting damage)

One week
Disruption may last for 3 – 5 months, so actions to
mitigate the threat should be implemented.
2
Remote, or unlikely but possible.

Likelihood of occurrence

Resources required for recovery
Staff
Identify essential services and ensure that
(staff and Teams the BCRT are likely
additional staff are trained/ brought in to cover if
required.
to need to call on)

Data/systems
(backup and recovery processes,
alternative manual work-round, staff
and equipment required)
Premises
(potential relocation or work-fromhome options)

Communications
(Methods of contacting staff, suppliers,
customers, etc.)

Teaching would be dependent on staff availability
and is likely to be reduced as a result of illness.
Detailed log of those who are absent may be
necessary. College might also consider a staff and
student dedicated phone line to report absence
due to flu.
Work-from-home options should be considered and
planned for if the college is forced to close for a
period of time. It may be appropriate to consider
asking some key staff to work from home to
minimise risk of infection, before a decision is
taken to close the college.
Communication systems for students and staff
would ideally be established to allow least
disruption if closure/re-opening is to occur. Radio,
newspapers and the College website, text
messages and other social media may be more
efficient and effective as opposed to email and
letter.
An emergency advice line could be established
and publicised to aid information dissemination
about college closures/disruptions to eliminate the
need for all students to travel to college and then
be sent home.

Equipment
(key equipment recovery or
replacement processes; alternative
sources; mutual aid)

Supplies
(processes to replace stock and key
supplies required; provision in
emergency pack)

Information on pandemics and reducing infection
should be supplied to staff and students
(information will be made available through key
health websites).
Infection is passed through droplets in the air and
so masks will be required for all students/staff.
Additional cleaning is recommended (door handles/
public areas) and regular hand-washing is
essential to reduce infection.
Planning to ensure that the maintenance, or even
expansion, of key supplies and services would be
essential to ensure continuity of services.
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Trigger or Key Decision

Action

5% or more staff or
students are
absent because of
illness.

1.

Staff or student
absences rise to 10%

1.
2.

2.

3.

4.

5.

Decide whether or not to
convene BCRT.
We immediately find out what
posters etc. is available
containing health information on
how to limit the spread of
infection. We may have to
develop our own with
information on College advice as
to what to do if you feel ill.
BCRT should be convened.
Secure lines of communication
with all staff. All SMT, Heads
and managers should ensure
that they have up-to-date
contact details for all of their
staff.
Directors, Heads and Curriculum
Managers should ensure that
they have up-to-date contact
details for all students.
The BCRT will ask all SMT,
Heads and managers to report
on all critical actions that need to
be accomplished even in the
face of major staff illness and the
arrangements they have made to
ensure that these actions can be
accomplished.
Team Leaders are especially
asked to consider whether any
critical actions are presently only
being carried out by one
member of staff and to make
arrangement for the prompt
training of others so they can
take over critical functions as
necessary.
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Procedure
(numbers refer to
Section 5,
3.4 BCRT Communications
3.6 BCRT Meetings

3.4 BCRT Communications
3.6 BCRT Meetings
2.2 Student
Communications
2.1 Staff Communications
2.3 Student
Communications
3.1 Staff Communications

6.

7.

8.

9.

Staff or student absences
rise to 10%

Communicate regularly with
staff and students, informing
them of the steps the college
has/will take.
Depending on the time of year
and the approaching exam
period all Directors and
Curriculum Managers should
be advised that:
List of assessments, submission
dates etc. should be obtained
from each lecturer for each
class.
Sufficient copies of assessment
instruments should be prepared
as soon as possible and stored
centrally in their area.

10. Cease attending external
meetings.
11. Cease holding meetings in
the college.
12. Limit travel by College staff.

The following two triggers are most likely to occur at the same time and should not therefore
be looked at in isolation. The government has no plans at the moment to order a blanket
ban on the operation of schools and colleges. We should however be aware that at some
stage we may need to close the college, either on government advice or on our own
initiative.
Teaching is disrupted due BCRT should ask Curriculum
Consider availability of
to staff absence and the
Directors and Curriculum Managers
VLE and paper based
unavailability of staff
what classes can still be run
material.
cover.
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Learning is disrupted
because of a lack of
teachers or because of
student absence.

BCRT should consider whether
to cease teaching in some or all
areas. This is effectively closing
the College to some or all
students and staff. (Although it
is tempting to continue to offer
classes to those students who
are well enough to attend, this
may be counterproductive in
that it could result in a large
number of students falling
behind in their units, which will
have a large knock on effect in
assessment performance etc.)

2.2 Student
Communications
3.1 Staff Communications
Staff and student
communications by word
of mouth to all still in
attendance and to all
others by the College
internet and local radio.
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5

Procedures

1.1

Technical Operations
Faulty Workstation Evaluation

1.2

Replace Hardware Device

1.3

Physical Recovery

1.4

Invocation of Emergency Call Routing

1.5

Disable College Application Server

1.6

Communications Service Fault Resolution

1.7

Internal Telephone Fault Resolution

1.8

Peripheral & Routing Hardware Fault Resolution

1.9

Supplier Communications

1.10

Applications Recovery to Server

1.11

Data Recovery to Server

1.12

Data Access Validation

1.13

Citrix Delivery

2
2.1

Student Activity Operations
Interim Learning and Teaching

2.2

Student Communications

3

3.1

Infrastructure Operations
Staff Communications

3.2

Press Communications

3.3

Fire & Evacuation

3.4

Business Continuity Response Team Communications

3.5

Damage Assessment & Salvage

3.6

Business Continuity Response Team Meetings

3.7

Invocation of Event Management Centre

3.8

Diversion of Telephone & Fax

3.9

Recruitment

3.10

New Employee Induction Procedure

3.11

Staff Protection Procedure

4
4.1

General
Identify Alternate for Workload

4.2

Assess & Prioritise Current Workload

1
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SECTION 1 - TECHNICAL OPERATIONS
1.1

Faulty Workstation Evaluation
Confirm whether issue is Loss of Access to Data and if so, follow the ICT
Services – Operational Guidelines – Restoration Procedures to restore their
data.
Confirm that the fault can be replicated by the User.
Carry out System Self-Test Diagnostics.
Identify if fault is a known software problem that can be remedied by
applying patch, or upgrade. If so, apply the patch/upgrade.
Advise User to seek use of alternate Workstation for access to necessary
services in the interim.
Check that replicated fault is isolated to one application for the User. If so,
reinstall the application for the User.
If reinstallation attempts generate multiple error conditions, schedule the
computer/laptop for software rebuild using Windows Deployment Services.
If the root cause is hardware, schedule the Workstation for repair, or
replacement accordingly.

1.2

Replace Hardware Device
Assess if faulty device can be fixed by replacing/repairing faulty component
(e.g. screen, cartridge, etc.). If so, replace component as an expense item.
If not, confirm if replacement devices are available from a local supplier, with
sufficient similarities in terms of features.
If not, assess cost/benefit of sourcing replacements from remote locations,
versus local purchase from local sources, factoring in lead time
considerations.
Reroute user Services to Secondary platforms, subject to cost/benefit
assessment in terms of time estimated to recover hardware for User.
Purchase replacement device as necessary.
Purchase additional replacement devices as necessary, as contingency, if
considered beneficial to shorten future recovery.

1.3

Physical Recovery
Physical Recovery is set out in the following sections: Replacement of IT
equipment & Systems; Replacement of Fixtures & Fittings; Repairs &
Refurbishment of Buildings, Including Offices & Interiors; and Repair, or
Replacement of Manufacturing and Related Facilities.
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IT Equipment & Systems:
The IT & telecommunications systems are to be restored to their previous
standard, specification & configuration. A schedule of necessary hardware &
software purchases, plus services to achieve this, must be drawn up and
submitted to the relevant budget holder for approval. Where relevant, a
schedule of confirmed damage and losses from the salvage contractor, as
agreed by the loss adjuster, the salvage contractor must then issue this
schedule to Ayrshire College for action.
Fixtures & Fittings:
Fixtures & fittings, including furniture, must be reinstated to their pre-incident
standard. Approval for all such replacements must be obtained from the loss
adjuster. A schedule of all original assets may be obtained from the Director
of Finance or Head of Financial Services.
Buildings & Infrastructure:
If physical damage occurs at any of the campuses, Ayrshire College is
accountable for effecting such repairs and providing alternative temporary
Premises in the local area in the interim.
1.4

Invocation of Emergency Call Routing
Confirm main Workplace and its facilities will not be available for an
extended period (over 4 hours).
Reroute Ayrshire College telephone lines to designated alternative
numbers/ alternative campuses, as specified by any member of the BCPG.
This is done by contacting Exchange Communications (08000277202)
Revert to original routing number when Normal Mode of Operation (NMO)
conditions are resumed.

1.5

Disable College Application Servers
Notify affected users informing them of relevant server shut down at
specified time.
Check that all users are logged off at shut down time.
Contact any users still logged on after shut down time & instruct them to log
off, or possibly lose work.
Issue server shut down command at operating system level.
If down time is known, include this in the messages to users.
Power system off, if required.
Notify users, or key contacts, that Services have been recovered, with
broadcast email, and/or other notification method.
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1.6

Communications Service Fault Resolution
Identify that there appears to be an external communications service fault
into the building, such that the phone service is unusable and report this to
Front of House Staff.
Contact on-site facilities at Exchange Communications or Vodafone and
inform them of the fault, for escalation to their own service provider, during
office hours.
Outside of office hours, notify the Head of ICT Services.
If necessary, contact Vodafone on 07001001441, VODAFONE Managed
Services on 0141 776 8890 on a working line, or mobile advising them of
the fault.
If the service provider can identify a fault on the line, request an estimated
time to resolution.
Request the diverting of the line to an alternate number or other campus or
an EMT/SMT- designated mobile phone.
Ask Exchange Communications to place a message on the relevant line
advising callers of the fault, if necessary. ICT to work in conjunction with
Front of House staff with regard to telephone messages.
Report expected duration of function loss to relevant staff, suppliers &
students as necessary.
Switch to alternate communications methods as appropriate.

1.7

Internal Telephone System Fault Resolution
Assess possibility of using alternative handset hardware within the local
office.
Offer Call Forwarding and program where requested.
Request replacement handset from Exchange Communications.
Check replacement handset works with the underlying phone number.
Recheck previous configurations on new handset, such as speed dial.

1.8

Peripheral & Routing Hardware Fault Resolution
Conduct diagnosis to locate the faulty component.
Does a unit of the replacement component exist locally on site? If so,
replace and re-order to replenish under warranty, or as a purchased
consumable.
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Contact Main Dec on 01628 810 400 to report/order parts (HP Servers)
under warranty.
Contact HP on 0800-917-7241 using pin 80098 to report computers under
warranty.
Contact SEC-1 on 01924 284 240 for replacement VPN or Firewall.
Contact Ping Networks on 0141 410 1222 for replacement Cisco Core
Switches and Wireless Controllers
Contact HPE on 0845-161-0030 for HP network Support
If component cannot easily be replaced, consider rerouting workload, or
traffic, or other similar technical workarounds.
Notify any staff, students, or suppliers likely to be materially affected.
Ensure replacement of item & restoration of NMO after installation.
Consider cost-benefit of buying spare units of the failing component, or
implementing alternative, more resilient technical solution.
1.9

Supplier Communications
Identify list of suppliers materially affected.
Determine the nature, frequency & content of the communication, defaulting
to email on an ‘as needs’ basis.
Specify clearly the way in which the supplier relationship is likely to be
affected.
Specify any increased services required, or any changes needed in NMO
procedures between organisations.
Keep suppliers informed regarding likely resumption of NMO and when it is
actually achieved.

1.10 Applications Recovery to Server
Ensure servers have passed daily backup, if not follow ICT Services Backup
Procedures to ensure you have a completed backup.
College email is hosted in the Microsoft 365 Cloud Environment where all
servers are backed up and replicated between Dublin and Holland.
De-install any previous versions of the application as required, to permit
clean install.
Restart/Power server down if necessary.
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Install fresh version of application, following installation instructions to
achieve desired configuration.
Check access to the application across the network & locally.
Check relevant Users can access both the application & any associated
data as appropriate.
1.11 Data Recovery to a Server – Storage Node
Request of data recovery made to ICT Manager/campus ICT Team Leader.
Note: Microsoft will only hold two weeks’ worth of deleted e-mails which can be
restored.
Using information from request locate the backed up data from Veeam.
Restore Data to central place on server or storage node.
Confirm the restored data is correct.
Move data to original location.
1.12 Data Access Validation
Confirm if same data can be accessed from another workstation.
Confirm if same data can be accessed using another valid password access
code.
Check if there are error messages linked to the data source in the relevant
system monitoring logs.
Check with ICT Support whether there have been any recent configuration
changes, since the last time the User recalls having full access.
Check what the User recalls doing immediately prior to the loss of access
to the data.
1.13 Citrix Delivery
Confirm if issue relates to Servers, Storage, Networking, Thin Client or
Software.
Replace Thin Client and if issue still exists contact iGel on 01183403400.
Contact HP on 0845 161 0030 to report Storage under warranty.
Contact HP on 0845 161 0030 to report Servers under warranty.
Contact DTP on to report configuration problems with Servers, Storage and
Networking.
Contact iKonic on 0141 810 5849 to report Citrix issues
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Contact iKonic on 0141 810 5849 to report NetScalers under warranty.
If component cannot easily be replaced, consider rerouting workload, or
traffic, or other similar technical workarounds.
Notify any staff, students, or suppliers likely to be materially affected.
Ensure replacement of item & restoration of NMO after installation.
Consider cost-benefit of buying spare units of the failing component, or
implementing alternative, more resilient technical solution.

SECTION 2 - STUDENT ACTIVITY OPERATIONS
2.1

Interim Learning and Teaching
Identify all outstanding teaching issues for students and timescales
expected.
Identify College reasons for timescales and what impact any delays will
have.
Negotiate revised deadlines and any associated commercial implications,
including SLAs, credit penalties, cash payments, order cancellations, etc.
Qualify all student responses and assess likely overall College impact of
delays indicated by the revised teaching deadlines.
Make recommendations to the Business Continuity Response Team as to
which students teaching needs to prioritise.
Communicate decision to students affected, offering student feedback
route to management if needed.

2.2

Student Communications
The Student Contact List is held in the Unit-e database and all student
email accounts in the cloud.
Unless instructed otherwise by a member of the BCRT, Director of Quality
Planning and Performance, and the Director of Student Services will
determine with the Curriculum Directors who should contact which student
and in what way.
Unless instructed otherwise by a member of the BCRT the Curriculum
Directors will determine the content of the message to be communicated.
By way of illustration, the following template should be adapted as
required:
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“Our premises have been affected by a fire/explosion/flood/other type of
incident and we cannot use the premises for the time being. Fortunately, the
relevant section of our Business Continuity Plan has been invoked and we
are in the process of returning to normal operational capacity. As a College,
we are built to operate effectively as a virtual team and the Business
Continuity Response Team is handling matters. We are implementing the
necessary arrangements with our Service & Curriculum staff to meet our
teaching obligations to you. As we have been able to switch our service over
to our Secondary Site, where we will endeavour to have all your relevant
teaching materials present. If there will be any foreseeable impact upon our
commitment to deliver teaching and learning, we will be in touch within X
hours/days to confirm.”
Text message can also be sent to students, however this is restricted to 164
characters.

SECTION 3 – INFRASTRUCTURE OPERATIONS
3.1

Staff Communications
In each communication, ensure inclusion of relevant elements of whether
there is denial of access, duration of any interruption to Normal Mode of
Operation, IT/telephony/other service issues, and wider considerations of
feedback/welfare/staff morale.
During office hours:
1. Ensure any staff known to be present, or associated with the
affected Premises, are advised regarding what action they should take.
2. Initiate emergency call-out/broadcast to notify staff according to a
message agreed by the BCRT.
3. If the incident occurs before [4pm] contact all absent staff members
to advise them of action to take.
4. Record whether contact was reached, or whether just a message
was left. (Confirm mechanism to record and where accessible)
5. After [6pm], consider contacting remaining staff on their home
phone numbers if available.
6. If any affected staff are on holiday or away from their home, contact
them by phone if possible, otherwise by email and post as a last resort.
Outside office hours:
1. If the incident occurs before [5am], consider waiting until after [5am]
to notify them at home. Otherwise, always default to primary
contact on their mobile phone.
2. Give guidance on how long incident is likely to continue.
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3. Record whether person has been contacted, or just a message was
left.
4. Advise staff on how they will be kept updated on latest
developments regarding the incident.
5. Confirm when Normal Mode of Operation has been resumed.
3.2

Press Communications
A member of the Business Continuity Response Team (BCRT), Vice
Principal of Strategy, Planning and Performance and Marketing and PR
Manager will set up a media control centre. Only the Members of the
BCRT will comment on any issue to the Media and they should do so
using a prepared text as agreed by the BCRT and the College’s media
representatives.
Unless specifically authorised by the BCRT, no comment should be made
to the Press. If approached, staff response should be that a press
statement is being prepared and will be issued through official channels;
all enquiries should be referred to the Business Continuity Response
Team or the College’s media representatives.
The default spokesperson in Events will be the Principal. When the
Principal is unavailable, the BCRT shall nominate the Marketing and PR
Manager or an appropriate alternative, which in normal circumstances will
be the Vice Principal of Strategy, Planning and Performance.
The BCRT shall decide on any communication, the channels to be used,
with whom to communicate and in what order. Prior to briefing the press,
a decision should be made as to whether to provide an interview,
conference, or merely issue a press statement. The latter is the preferred
method for most foreseeable circumstances.
Wherever possible, staff should be notified first, students second,
suppliers third and Press last of all. Ayrshire College has no specific
obligations with respect to notifying the Public concerning incidents at any
of the College campuses. Third parties are responsible for their respective
premises.
It is usually best to communicate facts and expressing sorrow at any
personal loss, or injury suffered as a consequence of the Event.

3.3

Fire & Evacuation
This procedure is to be used in the event of a fire at all college locations
If you discover a fire:
Operate the Fire Alarm immediately by breaking the seal on the
nearest relevant unit.
Attack the fire if possible with the equipment provided, but do not take
any personal risks. Leave immediately if the fire cannot be brought
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quickly under control.
On Hearing the Alarm
The ALERT signal is a continuous ring on a bell alarm.
Unless having received prior warning that the Alarm is a planned
exercise, staff and visiting personnel should proceed immediately to
the nearest muster point, the defaults being in the Car Park at the rear
of the building, and the pavement outside the front of the building if
nearest the front stairs.
DO NOT USE LIFTS
(EXCEPT WHERE SPECIAL ARRANGEMENTS EXIST FOR THE
DISABLED).
DO NOT STOP TO COLLECT BELONGINGS.
DO NOT RE-ENTER THE BUILDING UNTIL INSTRUCTED TO DO
SO
BY THE AUTHORISED FACILITIES MANAGEMENT REPRESENTATIVE
Upon receiving notification of when staff will be able to return to their
workspace, the most senior member of staff present, if they are not a
member of the BCRT, should notify a member of the BCRT as soon as
possible.
Upon returning to the workspace, the most senior member of staff
present should assess the workspace for damage and inform the
BCRT of the need to invoke Damage Assessment & Salvage
Procedures, if necessary
3.4

Business Continuity Response Team Communications
The following should be used for contact between members of the
Business Continuity Planning Group (BCRT) in connection with Business
Continuity Incidents & Events.
Regardless of time, contact BCRT members by the following means, in
order, until successful (see Appendix 2):
a.
Mobile telephone (voice and text)
b.
Home telephone
c.
Work email, instant-mail, home e-mail
d.
Travel to home address (unless it is known that the contact is
away from home)
Members of the BCRT and SMT and their contact details appear in the
Key Contacts section of this Plan. Appendix 1.
The primary purpose of initially contacting all members of the BCRT is to
arrange the first BCMG meeting. (see procedure: Business Continuity
Response Team Meetings)
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3.5

Damage Assessment & Salvage
In the event of a physical incident where losses and/or damage are likely, the
Director of Finance and Head of Estates will contact the Insurance
Company/Loss adjuster who have been pre-appointed as salvage contractor
to provide a 24 hour response service.

3.6

Business Continuity Response Team Meetings
The first BCRT meeting will be held at the nominated location (the
Business Continuity Management Centre [BCMC]) agreed by the BCRT,
depending on the scale of the emergency. Choices shall include, but not
be limited to:
a. Ayr Campus, Dam Park, Ayr
b. Kilmarnock Campus, Hill Street, Kilmarnock
c. Kilwinning Campus, Lauchlan Way, Kilwinning
If for some reason (although highly unlikely) none of these venues is available
contact local Hotels, schools or Church Halls for accommodation. (See P3.7)
The objectives for Day 1 of this type of incident would be to follow the 24
hour Activity Plan on page 5 of this document.

3.7

Invocation of Event Management Centre
Business Continuity Response Team (BCRT) to discuss options from list
of BCMC Centre locations, see P3.6.
BCRT to select one location and notify staff from contact list.
BCRT to arrange transfer or purchase of emergency equipment and
facilities at the BCPC.
Quantify impact of Event and likely duration of need for the Business
Continuity Management Centre.
Notify staff, suppliers and students affected and procedure for obtaining
latest information.
Advise all of likely resumption of Normal Mode of Operation.

3.8

Diversion of Telephone & Fax
Ayrshire College has the facility to divert to any telephone number Ayrshire
College deem appropriate. Telephone supplier, Exchange
Communications 08700 855 000.
The main Ayrshire College phone number for enquiries from the public is
0300 303 0303 – this number can be used to divert calls to designated
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mobiles.
The main campus numbers for use by Staff are :
a.
Ayr campus 01292 265184
b.
Kilmarnock campus 01563 523501
c.
Kilwinning campus 01292 559000
The main Ayrshire College fax numbers are
d.
Ayr campus 01292 293529
e.
Kilmarnock campus 01563 538182
f.
Kilwinning campus 01563 538182 – for redirection
Once Normal Mode of Operation is restored, the telephone supplier will
revert the diverted telephone numbers back to the College telephone
numbers.
3.9

Recruitment
For recruiting of senior or key managers, submit a formal request to the
relevant Vice Principal who will then seek approval from the Principal for
new position or interim position and determine length of contract.
Work in collaboration with the HR Manager and relevant Director to
discuss job description and person specification.
Obtain approval for and agree contract with the VP of HR and
Organisational Wellbeing.
Interview candidates.
Make job offer to selected candidate in accordance with standard terms &
conditions of employment.
Take new employee through induction.

3.10 New Employee Induction Procedure
Ensure employee's details are registered in Ayrshire College HR files,
including signed contract of employment.
Inform Curriculum or Service area of official start date and ensure they
have an area induction planned.
Notify Payroll of employee's details, having obtained employee's last P45 if
relevant.
Set up person with own e-mail account, user name and password.
Obtain access to necessary systems to enable the employee to perform
their tasks.
Allocate mentoring responsible for guiding them through the early weeks,
(this would normally be a colleague, a senior lecturer or supervisor or line
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manager.
Set review date manager as a mentor, to ensure any issues are raised
with a mentor.
Cover the relevant items on the Technical, Learning and Teaching, or
Infrastructure Induction Syllabus.
3.11 Staff Protection Procedure
Confirm details of Threat of, or actual harm, to which individual member, or
Group of Staff or Students.
Consider if emergency services should be called immediately (for example
if it was a terrorist threat, see also 9 and 10 below).
Identify if the individual/group is aware of the potential harm.
Seek to communicate with the individual/group to direct them away from
the Threat, and towards safety, with respect to their location.
Seek to educate the individual/group concerning the nature of the Threat,
to where relevant, notify the authorities: police, fire, ambulance, coast
guard.
Direct Staff and Students towards counselling services relevant to the
nature of harm they may have suffered.
Notify wider staff and Student community regarding the nature of action
taken and any changes to procedure required within NMO, where
appropriate.
If the nature of the threat is one of physical violence and if this threat is
deemed to be imminent and serious, the police should be called.
If the nature of the threat is one of physical or verbal violence and the
threat is not felt to be imminent then if the perpetrator is;
• A College student - the Student Disciplinary procedure (Positive
Behavior Framework) should be invoked.
• A member of College Staff - the Staff Disciplinary procedure should
be invoked.
• A member of the public - the police should be informed.
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SECTION 4 – GENERAL
4.1

Identify Alternate for Workload
Assess the nature, quantity and expected timescales of the workload and
the skills necessary to perform it, by referring to available paperwork,
electronic files and co-workers of the person(s) not available.
Represent the workload as a set of deliverables with target dates and
associated status summaries, or starting positions.
Prioritise the workload in terms of the value of the deliverables to the college
department concerned.
Evaluate the relative cost/benefits of achieving the deliverables with existing
in-house staff, versus subcontracted resources.
Formulate a plan identifying all deliverables identified, new deliverable
owners, timescales agreed and method of updating progress against the
plan.
Circulate the plan to all staff affected.
Consider if Stakeholders and business partners should be informed.
Staff involved are responsible for notifying their own management and
colleagues, and managing their workload to incorporate the newly allocated
deliverables, as required.

4.2

Assess & Prioritise Current Workload

Procedure for reviewing the activities of owners of the Functional Areas: Technical
Operations, Student Activity Operations & Infrastructure Operations, including
Business Continuity Response Team (BCRT).
BCRT initiate contact with all relevant representatives of the affected work
areas and collate prioritised, bullet-point list of all activities of relevant staff
and key third parties.
Invite contributions and discuss key perceived issues or activities by
project, with all relevant contributors meeting together, or through
conference call if necessary.
BCRT to consolidated view of contributors and assess collective impact of
various courses of action and resource prioritisation on business as a
whole.
Agree consolidated course of action, with action owners identified and
completion timescales agreed.
Agree time/manner of review progress against agreed action plan.
Document & distribute agreed action plan, by e-mail, or other agreed
mechanism, if e-mail cannot be relied upon.
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Issue a time for action owners to report back to the BCRT.
Review progress at the set time/manner, unless rescheduled in the
intervening time.
Repeat processes until issues are resolved, and Normal Mode of
Operations is resumed.
6

Risk Methodology
The detailed risk register has been formatted to show the allocation of risks to each
risk category. The rankings shown on the risk register range from one (1) to five (5)
against each of the two criteria of likelihood and impact. The likelihood and impact
scoring is multiplied together to provide the risk score.
Low

High

Likelihood

1

5

Impact

1

5

Risk Score

=

Likelihood x Impact

The risk scores are then classified as High, Medium, Moderate, Low and Very Low

Classification

Risk Score

Very Low

1-4

Low

5-8

Moderate

9-14

Medium

15-19

High

20-25

Colour ID
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Risk Assessment Grid

5

10

15

20

25

Likely

4

8

12

16

20

Possible

3

6

9

12

15

Unlikely

2

4

6

8

10

Rare

1

2

3

4

5

Insignificant

Minor

Significant

Major

Extreme

Likelihood

Almost certain

Impact

Risk Scoring
The overall risk score is the product of the likelihood of the risk occurring and the
impact of the risk. These two factors have to be assessed separately and the detailed
approach to this is set out below:
a)

Likelihood (Vertical)
Likelihood
Score
1

Risk Assessment
Rare (<5%)

This will probably never happen/recur

2

Unlikely (5% to 20%)

Do not expect it to happen/recur but it is
possible

3

Possible (21% to 50%)

Might happen or recur occasionally

4

Likely (51% to 80%)

5

Almost Certain (>80%)

Will probably happen/recur but is not a
persistent issue
Will undoubtedly happen/recur, possibly
frequently
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b)

Impact Assessment (Horizontal)

Impact
nsignificant

Minor

Significant

core
1

2

3

Example Definition
A.

Unable to deliver 0 to 5% of the college’s agreed strategic targets/ EMT &
SMT Intervention

B.

Inconvenience to an individual or small group

C.

Financial Implications<£10k. Little damage to assets

D.

Litigation, claim or fine <£2k

E.

Rumours/Potential for public concern/Local media unsubstantiated article

F.

Short-term low staffing level that temporarily reduces service quality (<1
day)

G.

Loss/interruption of < 1hour. Minimal or no impact on the Environment.
Critical systems subject to minor incidents

H.

Health and Safety impact could result in minor personal injury

A.

Unable to deliver 5 to 25% of the college’s agreed strategic
targets/Principal/Board Intervention

B.

Disruption to an individual or small group

C.

Financial Implications £10k to £100k/minor loss or damage to assets

D.

Litigation, claim or fine £2k to £50k

E.

Local media coverage/short term reduction in public confidence/ Elements
of public expectations not being met

F.

Low staffing level that reduces service quality

G.

Loss/interruption of >8 Hours. Minor impact on Environment. Critical
systems subject to a series of incidents

H.

Health and Safety impact could result in minor injuries or short term illness

A.

Unable to deliver 25% to 50% of the college’s agreed strategic
targets/SFC and other Agency Interventions

B.

Disruption to a single curriculum area

C.

Financial Implications £100k to £500k/significant loss of assets

D.

Litigation, claim or fine £50k to £250k

E.

Local media coverage/long-term reduction in public confidence

F.

Late delivery of key objective/service due to lack of staff. Unsafe staffing
level or competence (>1day). Low staff morale. Poor staff attendance for
mandatory/key training

G.

Loss/interruption of >1 day. Moderate impact on Environment. Critical
systems subject to a prolonged series of incidents or unavailable for <1
day

H.

Health and Safety impact could result in minor injuries or long term illness
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Major

Extreme

4

5

A.

Unable to deliver over 50% of the college’s agreed strategic targets/SFC
and other Agency investigations

B.

Significant disruption to multiple curriculum areas

C.

Financial Implications £500k to £1m/major loss of assets

D.

Litigation, claim or fine £250k to £1m or custodial sentence imposed

E.

National media coverage with <3 days service well below reasonable
public expectation

F.

Uncertain delivery of key objective/service due to lack of staff. Unsafe
staffing level or competence (>5 days). Loss of key staff. Very low staff
morale. No staff attendance for mandatory/key training

G.

Loss/interruption of >1 week. Major impact on Environment. Critical
systems subject to a prolonged series of incidents or unavailable for > 3
days

H.

Health and Safety impact could result in extensive injuries or long term
illness

A.

Unable to deliver over 50% of the college’s agreed strategic targets/SFC
and other Agency investigations/Potential legal action

B.

Significant disruption to the whole student body

C.

Financial Implications >£1m/complete loss of assets

D.

Multiple civil or criminal actions. Litigation, claim or fine above £1m

E.

National media coverage with >3 days service well below reasonable
public expectation/Political concerns MSPs/MPs. Total loss of public
confidence. Non-delivery of key objective/service due to lack of staff.

F.

Ongoing unsafe staffing levels or competence. Loss of several key staff.
No staff attending mandatory training/key training on an ongoing basis

G.

Permanent loss of service or facility. Catastrophic impact on
environment. Critical systems subject to a prolonged series of incidents
or unavailable for > 7 days

H.

Health and Safety impact could result in multiple loss of life or severe
permanent disabilities
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(Paper 7)

Ayrshire College
Audit Committee Meeting
15 June 2017
Subject:

Updated Business Continuity Plan (V2) at May 2017

Purpose:

To present to the Audit Committee the updated Business
Continuity Plan (V2) for review, discussion and approval

Recommendation:

The Audit Committee is asked to approve the Business
Continuity Plan (V2) and the proposals contained in Section 3
of this paper.

1

Background
A Business Continuity Plan (BCP) is required to guide actions and responses
in a structured manner in the event of a sudden or unseen event that could
seriously disrupt College operations and impair its ability to operate services
efficiently and effectively.
The College developed its first BCP post merger, with this V1 version being
approved by the Audit Committee in November 2014.

2

Current Situation
The Executive Management Team (EMT) led by the Vice Principal, Finance
and ICT and in conjunction with a number of Directors and Managers, have
now completed an updated BCP (V2) for the College.
A copy of the BCP (V2) is attached to this paper as Appendix 1. Given the
size of this document and the complexities of the subject area it is
acknowledged that this plan will continue to evolve and change over time.
The BCP will be reviewed formally on an annual basis to ensure that it
remains relevant and fit for purpose. In particular, a number of sections of the
plan require to be checked more regularly to determine if information is still
relevant - for example telephone numbers and contact details.

3

Proposals
The following is proposed to develop and embed BCP processes across the
College.
•

A BCP operational group is established covering Curriculum, Estates, ICT,
Health and Safety, Finance and HR.
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4

•

Development of flowcharts to aid understanding.

•

The BCP operational group shall meet on a quarterly basis and update the
plan where relevant after each meeting and shall conduct a full formal
BCP review on an annual basis.

•

The BCP should be tested on an annual basis.

•

The updated BCP should be submitted each year to the Audit Committee.

Resource Implications
No further resource issues require to be noted in this paper. A number of key
resource requirements are noted within the body of the BCP.

5

Consultation
No formal consultation is required. However, the Business Continuity Plan
(V2) was approved by the Executive Management Team on 23 May 2017.

6

Risks
The Business Continuity Plan addresses a number of key risks which the
College may face, including for example denial of access and loss of
computer records and data.

7

Equality Impact Assessment
An impact assessment is not applicable given the subject matter.

8

Conclusion
The Audit Committee is asked to approve the Business Continuity Plan (V2)
and the proposals contained in Section 3 of this paper.
Michael Breen
Vice Principal, Finance & ICT
5 June 2017
[Dave Swan, Director of ICT]
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Audit Strategy Memorandum
Ayrshire College

For the year ended 31 July 2017

Contents
Executive summary .................................................................................................................................................................................... 3
Purpose of this report................................................................................................................................................................................. 3
Audit scope and approach ......................................................................................................................................................................... 5
Significant risks and key judgements ....................................................................................................................................................... 7
Wider scope work ....................................................................................................................................................................................... 9
Timetable and communication ................................................................................................................................................................. 11
Other Matters ............................................................................................................................................................................................ 13
Fees ........................................................................................................................................................................................................... 14
Our team .................................................................................................................................................................................................... 15
Appendix A – Service organisations and experts .................................................................................................................................. 16
Appendix B – Independence .................................................................................................................................................................... 17
Appendix C - Materiality ........................................................................................................................................................................... 18
Appendix D – Our added value ................................................................................................................................................................ 19

This report has been prepared in accordance with our responsibilities as appointed auditors as set out in Audit Scotland’s Code of Audit Practice (‘the Code’). Reports and letters prepared by
appointed auditors and addressed to the College are prepared for the sole use of the College and we take no responsibility to any member or officer in their individual capacity or to any third
party.
Mazars LLP is the UK firm of Mazars, an international advisory and accountancy group. Mazars LLP is registered by the Institute of Chartered Accountants in England and Wales.
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Executive summary
Purpose of this report
The Audit Strategy Memorandum sets out our audit plan in respect of the audit of Ayrshire College (‘the College’) for the year ending 31 July 2017, and forms
the basis for discussion at the Audit Committee meeting on 15 June 2017.
The plan sets out our proposed audit approach and is prepared to assist you in fulfilling your governance responsibilities. The responsibilities of those charged
with governance are defined as overseeing the strategic direction of the entity and obligations related to the accountability of the entity, including overseeing
the financial reporting process. We have determined that the Audit Committee is charged with governance for the purpose of our audit.
Timing of our work

Our audit will be delivered in four main phases as outlined in page 11 of this report. The statutory deadline for the completion of our
audit work and submission of accounts to Audit Scotland is 31 December 2017.
Significant risks
We have identified the following areas on which we will carry out specific audit procedures to mitigate the risks of material
misstatements in the College’s financial statements.
 Management override of controls
 Revenue recognition
 Accounting for property transactions

Financial
Statements audit

Materiality
Materiality is an expression of the relative significance or importance of a particular matter in the context of financial statements as a
whole. We set a qualitative value for materiality for the financial audit, using a percentage of expenditure. At the planning stage of the
audit we have set an overall materiality level for the financial statements as a whole at £860,000 – thus, any errors found above this
level, we will require to be adjusted for in the financial statements
Performance materiality for the audit has been assessed as £685,000. Performance materiality is the level at which we will base our
audit testing, depending on the level of inherent risk assessed in the area being tested.
We do not report identified misstatements below a clearly trivial level. We have set this level at £26,000.
These figures have been based on the expenditure before exceptional items recorded in the 2015-16 audited accounts, and our
understanding that expenditure is unlikely to be significantly different in 2016-17. We will reconsider our assessment of materiality
levels on receipt of 2016-17 draft financial statements. Further details of our consideration of materiality is at Appendix C on page 18
of this report.
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Wider Scope
responsibilities

Independence

Significant risks
At this stage of our audit work, we have not identified any significant risks that would impact on the four areas of wider scope work set
out by the Code of Audit Practice.
We have considered any actual, potential or perceived threats to our independence on page 17. We have not identified any such
threats at this stage of the audit.
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Audit scope and approach
The scope of our work
The Auditor General for Scotland has appointed Mazars LLP as the auditor
of Ayrshire College (‘the College’) under the Public Finance and
Accountability (Scotland) Act 2000. The appointment is for five years from
2016-17. This is our first year of appointment.

Our responsibilities
Auditors and audited bodies’ responsibilities are set out in Audit Scotland’s
Code of Audit Practice (‘the Code’). The Code sets out our responsibilities
in relation to auditing the financial statements and also our wider scope
responsibilities. Our wider scope responsibilities relate to the following
areas:
 Financial sustainability
 Financial management
 Governance and transparency
 Value for money

Opinion on the financial statements
We are responsible for forming and expressing an opinion on the financial
statements. Our audit is planned and performed so to provide reasonable
assurance that the financial statements are free from material error and give
a true and fair view of the financial performance and position of the College
for the year.

Our approach to wider scope work is set out on page 9 of this report.

When forming our opinion we will also consider whether:
 The accounts have been properly prepared in accordance with the
Statement of Recommended Practice: Accounting for Further and
Higher Education 2015 (‘the SORP’); and
 The accounts comply with the Government Financial Reporting
Manual 2016-17 (FReM) where applicable.

Our response to the risk of fraud
International Standards on Auditing (ISAs) require us to obtain reasonable
assurance that the financial statements are free from material fraud and/or
error. There are a range of ways in which fraud may arise in the context of
your financial statements and we formally consider the risk of fraud as part
of our planning work and design appropriate procedures to mitigate risks
identified. We maintain an appropriate level of professional scepticism
throughout the audit and are mindful that a material misstatement due to
fraud is possible, however our audit should not be relied upon to identify all
such misstatements.

We have a further responsibility for forming and expressing an opinion on
the regularity of the financial statements. We will consider whether
expenditure incurred and income applied was in accordance with guidance
issued by the Scottish Funding Council and Scottish Ministers.

Management and the Audit Committee, as those charged with governance
also have responsibilities in respect of fraud. They are responsible for
safeguarding assets and for the prevention and detection of fraud, error and
non-compliance with laws and regulations.

Our audit does not relieve management or the Audit Committee, as those
charged with governance, of their responsibilities.
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Where we intend to rely on the work of internal audit, we will evaluate their
work and perform our own audit procedures to determine its adequacy for
our audit.

We will enquire of the Audit Committee as part of our audit. Our enquiries
will focus on:
 What role the Audit Committee has in relation to fraud and how it is
kept informed of fraud related matters by management;
 What anti-fraud measures you have in place and how your policies
and procedures are monitored; and
 Whether you are aware of any actual, alleged or suspected fraud.

Audit efficiency and our use of IT
Innovative and integrated use of IT drives the efficiency and effectiveness
of our audit. Your audit team uses the latest IT-based audit solutions and is
supported by a team of IT auditors each of who have extensive knowledge
of the public sector and providing assurance and advisory services across
the public sector.

We will formally write to you, in your role as those charged with governance,
making the enquiries above, towards the end of the audit cycle.
National Fraud Initiative
The College is taking part in the National Fraud Initiative 2016-17 (NFI).
Information has been submitted by the College and other public sector
bodies across Scotland and potential matches have been returned for
review and investigation. As part of our audit we will report to Audit Scotland
on the College’s participation and progress on NFI by 30 June 2017. We will
also report on progress to those charged with governance in our Audit
Completion Report.

Risk
assessment

Audit
assurance

Our use of experts and other auditors
Management and auditor experts
There are material entries in your financial statements which are provided
by management experts for pension fund valuations and valuation of land
and buildings. For some of these entries, we will use our own expert to
provide us with the assurance we require in relation to the work of your
expert.

Added value
services

In addition to setting out information in respect of service organisations,
Appendix A also summarises management’s experts and our planned audit
approach to obtaining assurance over their work.
Internal audit
Where appropriate, we will seek to rely on work performed by internal audit
where it provides us with the required assurance. We will meet with internal
audit to discuss their work programme and findings, and factor this in when
determining the most efficient testing strategy.
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We know that all organisations are different
and face different risks. Our audit platform
is modern and flexible and allows us to
tailor our audit approach to the specific
risks relevant to the College, while ensuring
compliance with underlying auditing
standards.
We focus on the risks to your business
continuity and those that give rise to a risk
of material misstatement in the financial
statements. Your audit team has access to
a full suite of data analytics tools which
allow them to determine the most effective
and efficient testing strategy using IT-audit
techniques where appropriate.

Significant risks and key judgements
Identified significant risks to the financial statements
As part of our planning procedures we have considered whether there are risks of material misstatement in the College’s financial statements that require
special audit consideration. Although we report identified significant risks at the planning stage of the audit, our risk assessment is a continuous process and
we regularly consider whether new significant risks have arisen and how we intend to mitigate these risks. Where we identify any significant risks in addition to
those set out below, we will report these to the Audit Committee as part of our Audit Completion Report.
At the point of writing this report, we have not reviewed and documented systems relating to key transaction streams. Should any significant risks be identified
during this work, it will be reported to the Audit Committee as part of our Audit Completion Report.
Significant risk

How we will mitigate the risk

Management override of control
In all entities, management at various levels within an organisation are in a
unique position to perpetrate fraud because of their ability to manipulate
accounting records and prepare fraudulent financial statements by overriding
controls that otherwise appear to be operating effectively. Due to the
unpredictable way in which such overrides could occur, we consider there to
be a risk of material misstatement due to fraud and thus a significant risk on all
audits.

We will address this risk through performing audit work over:




Accounting estimates impacting amounts included in the financial
statements;
Consideration of identified significant transactions outside the
normal course of business; and
Journals recorded in the general ledger and other adjustments
made in preparation of the financial statements.

We will address this risk through performing audit work over:

Error in revenue recognition
There is a presumption under International Standards on Auditing that there
is a significant risk of fraud and error in the timing of revenue recognition
leading to the material misstatement of revenue overall. This is because
revenue is an area of particular focus by users of financial statements and
can be subject to judgements as to when grant income should be recognised
and if clawback conditions apply to the funding.
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the design and implementation of controls management has in
place to ensure income is recognised in the correct period;
cash receipts around the year end to ensure they have been
recognised in the right year;
the judgements made by management in determining when grant
income is recognised; and
for major grant income, obtaining counterparty confirmation.

Significant risk

How we will mitigate the risk
We will address this risk through performing audit work over:

Accounting for property transactions
The new Kilmarnock campus was completed and passed to the College on
30 September 2016 and will therefore require to be recognised for the first
time on the Balance Sheet as at 31 July 2017. The campus was procured
during the Scottish Government’s Non Profit Distribution (NPD) model. A
building valuation was performed by an expert valuer at the point of
completion.






As a result of the move to the new campus, the College’s existing freehold
interests in two campuses in the Kilmarnock area are in the process of being
sold. As an integral part of the NPD arrangements, the proceeds of sale will
be remitted to the Scottish Funding Council. The sale of one campus is in the
process of being agreed, although the sale is not expected to be concluded in
2016-17, and we understand an impairment of value is expected.





The College also has two leased campuses (Townholm and Cumnock) which
it is in the process of exiting. There is also a third leased campus at
Nethermains. All three of these campuses have a level of provision for
dilapidations and/or future lease payments.



confirming the professional qualifications of your valuer;
challenging and substantiating the assumptions and
appropriateness of the date of valuation used by your valuers in
completing the valuations of the new and surplus campus buildings;
review of valuations and any associated impairments in the
accounts, ensuring that they have been completed on the correct
basis for each item and that movements are in line with
expectation;
consider the appropriateness of the valuation of assets held for sale
and whether they should be revalued upwards or downwards;
review of NPD model, by our PFI experts, ensuring accounting
entries and disclosures meet accounting standard requirements;
and
consideration of the sundry assets included in the new campus
building and their classification in the accounts.
review of property related provisions in the accounts ensuring that
the requirements for recognition of a provision have been met and
that the amounts provided have been fairly valued.

At the point of writing, the outcome and impact of National Bargaining as from April 2017 is not known and whether it will have a direct financial implication for
the College that would require to be recorded in the 2016-17 financial statements. We will continue to monitor the outcome of the agreement and the expected
cost of any settlement.
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Wider scope work
We are required by the Code, to conclude and make a judgement on the four dimensions of wider scope work. We set out below the work we intend to
perform to reach these judgements.
Dimension

Scope

Audit Approach
We intend to consider:

Financial sustainability

Extending our work on the going concern
assumption in the financial statements looking
forward two to five years from the reporting date,
reviewing and assessing the college’s
arrangements for financial planning and affordable
and sustainable service delivery

 the financial planning system in place for short, medium and long term
periods
 the adequacy and accuracy of financial reporting arrangements
 the reasonableness of affordability assumptions made in financial
planning
We intend to consider:

Financial management

Financial management is concerned with financial
capacity, sound budgetary processes and whether
the college’s control environment and internal
controls are operating effectively

 the effectiveness of internal control arrangements
 whether the college’s budgetary control system is timely and accurate
 whether and how the college has assessed their financial capacity
and skills
 whether the college’s arrangements for the prevention and detection
of fraud and corruption are appropriate
We intend to consider:

Governance and
transparency

Governance and transparency covers the
effectiveness of scrutiny and governance
arrangements in place at the college, leadership
and decision-making and transparent reporting of
financial and performance information

 whether the governance framework at the college is operating
effectively, considering if there is appropriate scrutiny and challenge
of key decisions
 the quality and timeliness of information supplied to those charged
with governance
 risk management arrangements
We intend to consider:

Value for money

 the college’s evidence that they are providing value for money
 the focus on improving value for money and the pace of change at the
college

Value for money concerns using resources
effectively and continually improving services
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Identified significant risks to our wider scope work
We have also considered, as part of our planning, whether there are significant risks that would impact in any of the four areas of our wider scope work that
require special audit consideration. At the planning stage we have not identified any significant risks to our wider scope audit. Should this change, we will report
these to the Audit Committee as part of our Audit Completion Report.
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Timetable and communication
Our approach to communication
International Standards on Auditing require us to communicate a number of
matters with you at various points during the audit cycle. Later in this section
we outline exactly how we will communicate with the Audit Committee as
those charged with governance. As well as being an integral part of our
responsibilities under auditing standards, we see two-way communication
with the Audit Committee and the College’s staff as being critical to building
a robust knowledge of your business, the risks and challenges you face and
the plans you have in place to meet those challenges.

-

Completion stage – November 2017
- Final review of the annual report and accounts
- Reviewing post balance sheet events
Engagement Lead review of the audit file
Agreeing the letter of representation

Audit timetable
The diagram below outlines the main phases of your audit, when each will
be carried out and the outputs that you will receive at each stage. This is
underpinned by a ‘no surprises’ approach to communication that ensures
management and the Audit Committee are kept aware of significant issues
on a timely basis. Our audit plan has been submitted to the 15 June Audit
Committee. We intend to issue our Audit Completion Report to the Audit
Committee scheduled to take place on 7 December 2017.
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1

Key reporting and communication outputs
- Audit Completion Report
- Independent Auditor’s report

Fieldwork stage – October 2017
Audit of balance sheet
- Transaction testing
Audit of Annual Report disclosures

Planning stage – March – May 2017
- Building our understanding of the College
Assessment of significant audit risks
Developing our audit testing strategy
Agreeing our audit timetable

Key reporting and communication outputs
- Audit Strategy Memorandum

Interim stage – June/July 2017
Document and test systems and controls
- Carry out IT audit risk assessment
- National Fraud Initative questionnaire returned to Audit Scotland
-

2

3

Key reporting and communication outputs
- Regular update meetings with the finance team

Key reporting and communication outputs
- Audit progress report to Audit Committee
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Key communication points
ISA 260 ‘Communication with those charged with governance’ and ISA 265 ‘Communicating deficiencies in internal control to those charged with governance
and management’, require us to communicate a number of matters to you. These matters are set out below.
Audit Strategy
Memorandum

Matter to be communicated
Our responsibilities in relation to the audit of the financial statements and our wider responsibilities



Planned scope and timing of the audit



Significant audit risks and areas of management judgement



Confirmation of our independence



Responsibilities for preventing and detecting errors



Materiality



Fees for audit and other services



Audit Completion
Report





Significant deficiencies in internal control



Significant findings from the audit



Significant matters discussed with management



Conclusions on the significant audit risks and areas of management judgement



Summary of unadjusted misstatements



Management representation letter



Our proposed audit report



In addition to the matters outlined above which we are required to communicate under auditing standards, we also communicate regularly with the Audit
Committee through our Audit Progress Reports. We also report to the College on an annual basis to summarise our work and main conclusions through our
Audit Completion Report.
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Other Matters
Independent Auditor’s Report
There have been updates to ISA 700 (Forming an Opinion and Reporting on Financial Statements) during 2017 and as a result there will be a number of
changes to the independent auditors report included in the 2016-17 annual report and accounts. While we await guidance from Audit Scotland, we expect that,
to meet the ISA requirements, the Independent Auditors Report will be extended to include a description of ‘Key Audit Matters’, positive confirmation on the
going concern assumption used in the accounts and confirmation of how materiality has been assessed and applied.
‘Key Audit Matters’ are those matters that were of the most significance in our audit of the financial statements. Significance is most likely to be determined by
the identification of a matter as a significant audit risk of material misstatement, but we are also required to consider the areas of work that required the greatest
audit effort.
A draft of the proposed audit report will be shared with management as part of the final audit process and will also be included in our Audit Completion Report
for the consideration of the Audit Committee.
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Fees
Fees for work as the College’s appointed auditor
Audit Scotland have set a fee range for the external audit of the College between £26,514 and £32,406, with a mid-point fee of £29,460. We are proposing the
mid-point fee for the 2016-17 audit.
2016-17
proposed fee
£
Auditor remuneration

26,320

Pooled costs

1,640

Contribution to Audit Scotland costs

1,500

Total Fee

2015-16
final fee*
£

29,460

36,500

* - audit not performed by Mazars LLP. There is no available breakdown of the fee for 2015-16.
The fee proposed presumes that we will receive a high quality set of draft accounts, supported by working papers. Should we be required to perform
significant levels of additional audit work, or face significant delays in our audit, we will discuss with management the impact of this on our proposed fee.
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Our team
Lucy Nutley – Director
Email: lucy.nutley@mazars.co.uk
Phone: 0738 724 2052
Lucy is the Engagement Lead for the audit and will be the key point of contact for the Audit Committee. She will have overall responsibility for delivering a
high quality audit to the College. Lucy will be responsible for the opinions given on the financial statements and will liaise with the Vice Principal - Finance and
ICT, Director of Finance and Student Funding and Head of Financial Services. She will attend Audit Committee meetings, and where appropriate, Board
meetings.

Rob Walker – Senior Manager
Email: rob.walker@mazars.co.uk
Phone: 0791 276 3085
Rob will manage and coordinate the audit and be the key point of contact for the Vice Principal - Finance and ICT, Director of Finance and Student Funding
and Head of Financial Services, as well as liaising with Internal Audit. Rob will oversee completion of audit work to a high standard and attend Audit Committees
as appropriate.

Lucy and Rob will be supported by a team of auditors drawn from our Glasgow and Edinburgh offices. This will include a team leader who will be responsible
for reviewing the work of more junior members of the team and performing the audit work in more specialised areas.
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Appendix A – Service organisations and experts
Experts
The College uses experts to provide entries in its financial statements. The table below outlines the areas of the financial statements where we expect the
College to use experts and an explanation of the approach we will take to obtaining assurance over those entries.
Management’s expert

Planned audit approach

Defined benefit pension liability and associated
accounting entries and disclosures required by
FRS 102

Actuary – Hymans Robertson

We will consider the reasonableness of the actuarial
assumptions made, referring to our in-house pension scheme
experts.

Land and building valuations

Gerald Eve

Consider the reasonableness of the valuers’ output, referring
to in-house specialists and relevant reporting on regional and
national trends in property values.

Financial statement area
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Appendix B – Independence
We are required by the Financial Reporting Council to confirm to you at least annually in writing, that we comply with the Auditing Practices Board’s Ethical
Standards. In addition we communicate any matters or relationship which we believe may have a bearing on our independence or the objectivity of the audit
team.
Based on the information provided by you, and our own internal procedures to safeguard our independence as auditors, we confirm that in our professional
judgement, there are no relationships between us, and any of our related or subsidiary entities, and you, and your related entities, creating any unacceptable
threats to our independence within the regulatory or professional requirements governing us as your auditors.
We have policies and procedures in place which are designed to ensure that we carry out our work with integrity, objectivity and independence. These policies
include:
 all partners and staff are required to complete an annual independence declaration;
 all new partners and staff are required to complete an independence confirmation and also complete computer-based ethical training;
 rotation policies covering audit engagement partners and other key members of the audit team who are required to rotate off a client after a set number of
years; and
 use by managers and partners of our client and engagement acceptance system which requires all non-audit services to be approved in advance by the
audit engagement partner.
We wish to confirm that in our professional judgement, as at the date of this document, we are independent and comply with UK regulatory and professional
requirements. However, if at any time you have concerns or questions about our integrity, objectivity or independence please discuss these with either Lucy
Nutley or Rob Walker.
Prior to the provision of any non-audit or audit related services, Lucy Nutley will undertake appropriate procedures to consider and fully assess the impact that
providing the service may have on our auditor independence. No threats to our independence have been identified.
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Appendix C - Materiality
Materiality is an expression of the relative significance or importance of a particular matter in the context of financial statements as a whole. Misstatements in
financial statements are considered to be material if they, individually or in aggregate, could reasonably be expected to influence the economic decisions of
users taken on the basis of the financial statements.
Judgements on materiality are made in light of surrounding circumstances and are affected by the size and nature of a misstatement, or a combination of both.
Judgements about materiality are based on consideration of the common financial information needs of users as a group and not of specific individual users.
The assessment of what is material is a matter of professional judgement and is affected by our perception of the financial information needs of the users of
the financial statements. In making our assessment we assume that users:
 have a reasonable knowledge of business, economic activities and accounts;
 have a willingness to study the information in the financial statements with reasonable diligence;
 understand that financial statements are prepared, presented and audited to levels of materiality;
 recognise the uncertainties inherent in the measurement of amounts based on the use of estimates, judgement and the consideration of future events; and
 will make reasonable economic decisions on the basis of the information in the financial statements.
We consider materiality whilst planning and performing our audit.
Whilst planning our audit, we make judgements about the size of misstatements which we consider to be material and which provides a basis for determining
the nature, timing and extent of risk assessment procedures, identifying and assessing the risk of material misstatement and determining the nature, timing and
extent of further audit procedures.
The materiality determined at the planning stage does not necessarily establish an amount below which uncorrected misstatements, either individually or in
aggregate, will be considered as immaterial.
We revise materiality for the financial statements as our audit progresses should we become aware of information that would have caused us to determine a
different amount had we been aware of that information at the planning stage.
We discuss with management any significant misstatements or anomalies that we identify during the course of the audit and we report in our Audit Completion
Report all unadjusted misstatements we have identified other than those which are clearly trivial, and obtain written representation that explains why these
remain unadjusted.
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Appendix D – Our added value
Our primary responsibilities as the College’s external auditor are outlined in the main body of this report. As your external auditor we are ideally placed to
provide added value in delivering those responsibilities and the diagram below provides a summary of how we intend to do this.

Insight

Expertise

Support for continuous
improvement

Analysis of emerging issues shared
regularly with you through our Audit
Progress Reports.

Specialist public sector financial reporting
advisory service, providing expert analysis
of emerging accounting issues.

Clear and open communication, allowing
for a sensible basis of resolving emerging
issues.

Sharing knowledge from our membership
of a range of professional networks
including those hosted by Audit Scotland,
ICAEW and NAO.

A dedicated IT audit and advisory team,
with expertise and experience of providing
services across the public sector.

Internal control recommendations and
follow-up work in conjunction with internal
audit.

Regular updates from our public services
advisory team on lessons learned from its
work across the UK public sector.
Access to our public sector governance
forum allowing free and open discussion of
governance issues.
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(Paper 9)

Ayrshire College
Audit Committee Meeting
15 June 2017

1

Subject:

Rolling Internal Audit Action Plan at May 2017

Purpose:

To provide an update on the Rolling Internal Audit Action Plan
at May 2017

Recommendation:

The Audit Committee note the contents of this report.

Background
The Rolling Internal Audit Action Plan was last presented to the Audit Committee
at their meeting on 20 March 2017. The Plan has since been updated on an
exceptions basis for actions which are now beyond their agreed completion dates.

2

Current Situation
(A) 2013-14 to 2015-16
Table 1 below lists all remaining points from the internal audits from 2013-14 to
2015-16.
Table 1
Ref
1
2
3
4
5
6

Audit
Year
2013-14
2014-15
2014-15
2015-16
2015-16
2015-16

Audit Area
Risk Management
Asset Management
Education Contracts
Key Financial Systems
Extended Learning Support
Health & Safety
Total

Points
Raised
1
1
1
1
1
3
8

Actioned
in Period
1
1
2

Remaining
Points
1
1
1
3
6

1. Risk Management
The action relates to the alignment of operational Risk Registers to the overall
corporate Risk Register. This action will be rolled out in full at operational level for
AY 2017-18. The feedback on the new approach from Committee members has
been positive and as such we are now able to start preparatory work with pilot
teams from June 2017 onwards.
2. Asset Management
The item above relates to the development of a long term capital plan. A draft plan
has now been developed which will be aligned to the emerging Outcome
Agreement for 2017-20. This is scheduled for Summer 2017.
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3. Education Contracts: Action Completed
The College has now updated its processes and integrated these with the SDS
database.
4. Key Financial Systems
The point relates to updating the finance procedures manual. The Finance team
is currently updating elements of the procedures manual and this will be finalised
once the College receives the updated financial memorandum from SFC which
will allow the College to update its overall financial regulations.
5. Extended Learning Support: Action Completed
The Extended Learning Support/ Access & Inclusion Strategy has now been
integrated within the draft Outcome Agreement now being agreed with SFC. It was
considered that this incorporation was preferable to a separate strategy document.
6. Health & Safety
Three points remain in the area in respect of Health & Safety Audit Evidence, Audit
Action Plan and Audit Action Reporting. All action areas concern the local audit
process carried out by the HSW team. The process and procedure have been
updated in relation to the recommendations. Local audits are now underway but
are not yet at a stage where we can demonstrate completion of the actions. This
will happen later in 2017.
(B) 2016/17
This section covers all new reports up to May 2017 and Table 2 below lists all
remaining points from the internal audits in respect of AY 2016-17.
Table 2
Ref
1
2
3

Audit
Year
2015-16
2015-16
2016-17

Audit Area
Credits
Student Funding Returns
Budget Setting
Total

Points
Raised
1
1
3
5

Actioned
1
1
1
3

Remaining
Points
2
2

1. Budget Setting
Three improvement actions were identified in relation to the design of controls:
• Medium-term Financial Planning

- This requirement and its implications
will be discussed at the Board of
Management meeting in June 2017.

• Documentation of Identified Savings - This point has been actioned
• Budget Holder Sign-Off
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- This point has been addressed in the
2017-18 budget process and will be
completed following approval of the
2017-18 budget by the Board of
Management at their meeting in June
2017.

2

3

Proposals
No further proposals are contained in this report.

4

Consultation
No formal consultation is required to be completed given the subject matter of this
report.

5

Resource Implications
There are no resource implications to be noted in this paper.

6

Risks
An effective and challenging Internal Audit service is a key element in the
management of risk within the college.

7

Equality Impact Assessment
An impact assessment is not applicable to this paper given the subject matter.

8

Conclusion
The Audit Committee note the contents of this report.

Michael Breen
Vice Principal, Finance and ICT
6 June 2017
[Alistair Gordon, Director of Finance and Student Funding]
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